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CRI M NAL | NVESTI GATI ON AND PROSECUTI ON OF RANKI NG | NTELLI GENCE AND NATI ONAL
SECURI TY OFFI Cl ALS

The first thing that was apparent to investigators on the scene of the Wrld
Trade Center, Pentagon and Pennsyl vania crash sites was that a crinme of mass
mur der and conspiracy had taken place. The next two questions that should
have

been asked were: how did this sort of coordinated attack against nultiple
targets happen, and what sort of negligence (or worse) by US officials

al | owed

it to happen as it did? Somewhere between question two and question three

t here

was a di sconnect. Certain obvious lines of inquiry were cut-off because the
same

agencies that investigated the crime were also charged with operations to
det ect

and prevent it before it even happened. This set up a fundanental conflict of
interest, quite frankly, one which is insurmuntabl e under the present
politica

ci rcunstances that the Executive, Legislative and Judicial branches of the
federal governnent are controlled by the sane political party that also has a
vested interest in an investigative whitewash that woul d exonerate the
Admi ni stration and its heads of |aw enforcement and intelligence comunity
from

any civil or crimnal culpability for the 9/11 cri nes.

Certain investigative and prosecutorial inquiries and strategi es mnust,
nonet hel ess, proceed in the interim until the justice systemis able to dea
with them if only because the victinms and the general public have a need to
know what happened. These interested parties also need to know what measures
t he

crimnal justice systemcan eventually inpose once it is again able to

di spense

impartial justice to those whose crimnal negligence, recklessness and
obstruction of justice contributed, before and after the fact, to the crines
of

9/11. [See, Part 1; also see, , “ How U. S. Counterterrorismfailed in 911
and

Why the Bush Admi nistration Can’'t Fix It”, Parts 1 and 2,

http://ww. denocrati cunder ground. com’ articl es/02/09/26 _failed.htm] [also
see,



revi sed and expanded Part 2, Bush Administration Suppressed FBI 9/11 Probe -
http://ww. voy. conl 7297/191. htm ].

Preservation of the rule of law requires nothing |less than a public trial of
those officials who by negligence or nalice aforethought are clearly cul pabl e
for the largest act of mass murder in Anerican history. The discretion to

prosecute is held in several jurisdictions -- US Attorneys, District
Attorneys,

state and federal Attorney Ceneral -- pending indictnments that might be
handed

down by federal or state Grand Juries. Failure to convene a Grand Jury and
t hen

vi gorously prosecute this case woul d conpound the obstruction. Under the
constitution, the power to conpel prosecutors to act is reserved to the
Peopl e

of the United States.

It is with this in mnd that we approach the facts concerning officia
conduct

prior to 9/11 that obstructed justice and led to 3,000 counts of negligent
hom ci de.

* Kk k kK INSERT * Kk k kK

The maj or nedi a has spun the Congressional 9/11 findings to convey the

i mpression that the 9/11 attack occurred prinmarily because of a last-ninute
comuni cati ons breakdown between the CIA and FBI. The Washi ngton Post, for

i nstance, reported:

"Two weeks before the Septenber 11 terrorism attacks, a desperate FBI agent
begged his superiors to launch an aggressive hunt for one of the nmen who
woul d

participate in the suicide hijackings, warning that ‘soneday soneone will

di e’

because his request was denied . . . on August 29, 2001 [the NY field office
agent asked his Washi ngton superiors] to allow his office to search for
Khal i d

Al mi hdhar, who would | ater help commandeer the aircraft that slamed into the
Pent agon. But lawyers in the FBI's National Security Law Unit refused.

The

ClA [had] monitored Alm hdar at a neeting of al Qaeda operatives in Ml aysia
nore than 18 nonths before the Septenber 11 attacks, and knew at that tine

t hat

he held a visa that allowed himto enter and exit the United States
repeat edl y.

But the [congressional] report found that the ClIA did not adequately inform
ot her agencies and made no effort to until sunmer 2001 to add the nanes of

Al mi dhar or Al hazm [a second 9/11 hijacker who al so attended the Mal aysia a
Qaeda neeting] to inmmgration watch lists . . ." (Washington Post, Al, Sept.
21,

2002)]

*k ok kK END INSERT *kkkk

In the inmediate aftermath of the attack, the Bush Administration and the
intelligence conmmunity issued a series of erroneous statenents. Congressiona



findings have since corrected some |lingering fictions. We now know t he
foll owi ng

to false: 1) the attacks on the WIC and Pent agon had been a conplete surprise
t hat occurred because U. S. intelligence had no one inside the bin Laden
organi zati on positioned to warn of the plan; 2) US counterterrorismefforts
wer e

di vi ded and underfunded, and 3) the FBI and CIA weren't talking to each other
because of |egal obstacles. A close examination of the record, particularly

t he

testinmony of CIA Director Tenet, delivered to the Joint Congressional Pane
on

Oct ober 17, 2002, reveal that these assunptions are little nore than
conveni ent

nyths. [See, Witten Statement for the Record of the Director of Centra
Intelligence Before the Joint Inquiry Comrittee, 17 October 2002,

http://ww. ci a. gov/cial/ public_affairs/speeches/speeches. htnl; and, Oa
Testimony of George Tenet Before the Joint Inquiry Commttee, 17 Cctober
2002,

htt p: // www. guar di an. co. uk/ sept enber 11/ story/ 0, 11209, 814749, 00. ht m ; al so see,
“How U.S. Counterterrorismfailed in 911, and Wiy the Bush Adm nistration
Can’t

Fix It”, Parts 1 and 2,

http://ww. denocrati cunder ground. confarticl es/ 02/ 09/ 26 _failed. htnl]

Director Tenet's testinmony belies the oft-repeated assertion that the FBI was
not notified by the ClIA about the activities of known al -Qaeda operatives
unti

mere days before the attack. That is a core nyth at the center of the initia
official version of the 9/11 “intelligence failure”. [see, sidebar at right].
That nmyth has been frayed by recent revelations, many of themconming fromthe
CIA. Anerican counterterrorismofficials knew far nore about the activities
of

key terrorists abroad -- before they entered the U S. -- than had been

previ ously reveal ed.

Furthernore, the early explanations about a “surprise attack” given by Bush
Admi ni stration officials for the 9/11 debacl e have becone untenable. It is no
| onger possible for officials to claimthat they had no prior warning of the
ki nd of attack that occurred on Septenmber 11, 2001. The official story has
had

to change. officials to claimthat they had no prior warning of the kind of
attack that occurred on Septenber 11, 2001. The official story has had to
change.

Recent el aborations have begun to enphasi ze all eged | egal inpedinents to

j oi nt

ClIA and FBI counterterrorismefforts. The so-called Wall - donestic warrant
requi renents and other | egal procedures in national security cases - iS now
bl amed for frustrating investigators in the weeks before the attack. The
wal |,

in fact, had little to do with the circunstances under which the key 9/11
hi jackers got into the country and were able to plan and carry out their

m ssion. The Wall, nonethel ess, now provides the primary justification for
t he

intelligence “reforms” enacted by the USA PATRI OT Act.
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Fi ndi ngs rel eased by Congress since Septenber 2002 show that the CIA and the
FBI

knew a great deal about the 9/11 hijackers and their plans many nonths in
advance. Lack of information and resources by US counterintelligence were not
anong the real reasons the attack occurred.

The facts now avail able indicate that the CIA and FBI had nounted a joint
surveill ance operation of al-Qaeda planners, and sonehow that operation went
out

of control.

As early as 1999, the two agencies had jointly identified two key figures --
Khal i d al -M hdhar (the suspected hijacker of Flight 77 that crashed into the
Pent agon) and Nawaf al -Hazm (who was al so aboard that flight) - as

partici pants

at an inportant al-Qaeda planning session held in Malaysia on January 5-8,
2000.

In conjunction with Mal aysian intelligence, the Cl A surveilled the planning
sessi on, photographed the participants, and trailed the pair with a ranking
al - Qaeda operations director to another country in South Asia. The pair
entered

the US a week later on a flight from Bangkok

The Bureau cl ained the Agency failed to informthe FBI of their entry unti

m d- August 2001, which set off a frenzied search for the pair. In his Cctober
17

testimony. CI A Director Tenet responded that the Agency “informally” notified
the FBI liaison officer at the CIA's Counterterrorism Center (CTC) in March
2001. This happened, he says, when ClIA | earned of al-Mhdhar’s entry (al-
Hazm ' s

presence on the sane flight, Tenet says, was not known by the CIA unti

m d- August). Neither the CIA nor the FBI alerted any other federal agency
about

the pair until just three weeks before the attacks occurred.

Many people looking into the matter have asked simlar questions about the
del ay

in notification of sone FBI offices. Perhaps the nost probing of these have
cone

fromwithin the FBI NY office, which was apparently bl acked-out of

i nformation

previ ously nmade available to the FBI liaison at CTC. On Septenber 20, one of
t he

agents at the NY Field Ofice testified before the Congressional Committee.
Hi s

recol | ection of the comment, “someday someone will die “, has been widely
reported. The mgjor nmedia has failed, however, to reflect two other issues he
shared with the conmittee:

“1, nyself, still have two key questions today that | believe are inportant
for

this commttee to answer. . . First, if the ClA passed information regarding
Al -M hdhar and Al -Hazm to the FBI prior to the June 11, 2001 neeting - in

ei ther January 2000 or January 2001 - then why was that information not
passed,

either by CIA or FBI Headquarters personnel, imrediately to the New York case



agents, crimnal or "Intel", investigating the nurder of 17 sailors in Yenen
when nore information was requested? A sinple answer of "The Wall" is
unaccept abl e. Second, how and when did we, the CIA and the FBI, |earn that
Al - M hdhar canme into the country on either or both occasions, in January 2000
and/or in July 2001 and what did we do with the infornation?”

While Tenet’'s testinony clarifies some previous m sconceptions, the NY Agent
and

ot her sources within the |Iaw enforcenment comrunity continue to raise sone

ot her

troubling questions that have not yet been answered or even focused on in the
mai nst r eam nmedi a

According to Newsweek nmmgazi ne, Nawaf al -M dhar and al -Hazm had al ready been
living in San Diego apartnment taking flying | essons when they traveled to

Mal aysi a. [ Newsweek, "The Hijackers W Let Escape" , June 5, 2002 CIA

Di rector

Tenet states that US intelligence |earned about al-M hdhar through an

i ntercept

of conmuni cations at an “al -Qaeda | ogistics center” in Yenmen that referenced
“Nawaf.” 1 n Decenmber 1999, the Agency obtai ned advance information about
al - M hdhar’s planned travel to the Kuala Lunpur. The CIA tailed the pair to
Mal aysi a, sharing this surveillance with the FBI liaison at CTC on January 5.
| f

that chronology is correct, and the pair were indeed in the United States in
Decenber, then the Cl A woul d have known about at |east two of the prinmary

al - Qaeda operatives, and likely what their activities were. Was this

i nformation

about the pre-2000 activities of al M hdhar and al -Hazm also known to FB
counterterrorismpersonnel ? Why wasn’t this information shared with the FB
Nati onal Security office in New York? Why has this issue not been publicly
addr essed?

According to the CIA both the Agency and the Bureau | earned weeks in advance
that al -M hdhar and al -Hazm woul d be traveling to the Mal aysia neeting.
There

was extensive preparation and cooperati on between the two agencies, involving
several third-country intelligence services in surveillance of the neeting
and

its participants. Yet, with all this advance notice and planning, and all the
surveillance technol ogy available, US intelligence clains it was unable to
record any conversations of the participants who met in a condom nium near a
gol f course in Kuala Lunmpur. Why has this not been expl ai ned? Wat has
happened

to the raw intelligence, the photos and any other materials gathered?

At the end of the Mal aysia neeting on January 8 2000, US intelligence
observed

al - M hdhar and al -Hazm as they acconpani ed Saeed Muhammad Bi n Yousaf (aka,
Khal | ad), described as the nost inportant al-Qaeda figure present, as they
travel ed to an undisclosed country in South Asia. The CIA then clainms it |ost
track of the pair. Where did they go, and why has this not been reveal ed? Wy
was US intelligence unable to follow the pair to Thailand, from which they
flew

to Los Angel es on January 15?



By the CIA's account, the pair had been under intensive surveillance since
| ate

Decenmber. They were observed in the conpany of a ranking al-Qaeda figure as
t hey

| eft Mal aysia. Were they able to shake off pursuers, or was surveillance
call ed

of f? How were the pair able to enter the U S. unnoticed a week |ater?

*k ok kK INSER *k ok kK

Tenet testified on Cctober 17 that the Cl A and FBI knew weeks in advance that
al - M hdhar and al -Hazm would be traveling to a suspected al - Qeeda pl anni ng
sunmmt in Malaysia, and that the Bureau was subsequently inforned that

al - M hdhar had been in attendance:

“lI'n Decenber 1999, CIA FBI, and the Departnent of State received
intelligence

on the travels of suspected al-Qa'ida operatives to Kuala Lunpur, Ml aysia.
ClA

saw the Kual a Lunpur gathering as a potential source of intelligence about a
possi ble al-Qa'ida attack in Southeast Asia. We initiated an operation to

| earn

why those suspected terrorists were traveling to Kuala Lunpur” [Tenet,
prepar ed

testinmony, 10/17/02].

The Ml aysia neeting was considered to be of great inportance, according to

t he

CIA's guidelines, as at |least two senior al-Qaeda figures were in Kual a
Lunpur .

The ot her persons they net with there would al so have been routinely added to
the watch list, if they were not already under surveillance. Tenet stated:

“In early January 2000, we managed to obtain a photocopy of al-M hdhar's
passport as he traveled to Kuala Lunmpur. It showed a US nmultiple-entry visa
i ssued in Jeddah on 7 April 1999 and expiring on 6 April 2000. W |earned

t hat

his full nanme is Khalid bin Mihamrad bin ' Abdal |l ah al - M hdhar

“We had at that point the |evel of detail needed to watchlist himthat is, to
nom nate himto State Departnent for refusal of entry into the US or to deny
hi m

anot her visa. Qur officers renmmined focused on the surveillance operation,
and

did not do this.” [Tenet, Prepared Testinony, | bid.]

* Kk ok k% END INSER * Kk ok k%

On Cctober 17, Tenet offered sone nore inportant details in his ora

testi nony

before the panel. The CIA he reveal ed that the surveillance operation of the
participants in Kuala Lunmpur was seen as so inportant that it involved

nmul tiple

Cl A stations and foreign intelligence agencies:

“We had learned in late 1999 that two suspect Bin Ladin operatives, “Nawaf"
and



"Khal ed," were planning to travel to Malaysia . . . ClIAinitiated an
operation

to place "Khal ed" under surveillance . . .The subsequent operation to |learn
nor e

i nvol ved ei ght stations and bases and a hal f-dozen |iai son services. Qur
interest in nonitoring the nmeeting was based on our suspicion that Khaled's
travel to Mal aysia was associated with supporting regional terrorist plans or
operations . . . In early 2000, just before he arrived in Ml aysia, we
acqui red

a copy of "Khal ed's" passport, which showed a US nultiple entry visa issued
in

Jeddah in April 1999 and expiring on 6 April 2000.” [Tenet, Oral Test.,

10/ 18/ 02]

According to Tenet, further information about Nawaf and Khalid becane known
to

both the CIA and the FBI in |late 2000 after an agent inside al-Qaeda
confirmed

that the pair were linked to Khallad, the suspected masterm nd of the Cole
bombi ng who may have al so hel ped plan the 9/11 attack. For the first tine,

t he

Director publicly revealed that US intelligence had a jointly-controlled
foreign

agent working for the CIA and FBI within al-Qaeda:

“The Mal aysia neeting took on greater significance in Decenber 2000 when the
i nvestigation of the October 2000 USS Col e bormbing |inked some of Kahlid

al -M dhar’s Ml aysi a connections with Col e bonbing suspects. W further
confirmed the suspected |ink between al-M dhar and al -Haznm and an i ndivi dua
t hought to be one of the chief planners of the Cole attack, via a joint FBI-
ClA

HUM NT asset.” [Tenet, oral test., 10/18/02]

khkkkkhkhkkkhkhkhkkkhhkkkk*x

THE FI SA RED- HERRI NG

G ven these facts already known in concert to the Agency and the FBI in early
2000, there would have been no probl em subsequently obtaining a FISA warrant
to

surveil anyone who had been seen at that neeting or any non-US person
communicating with them Obviously, by 2001, there was still adequate cause
for

the FBI to obtain a surveillance warrant for al-M dhar and al -Haznmi, who had
energed as central characters in the CIA and FBI surveill ance operation of

al -Qaeda. Stories that energed after 9/11 of FBI agents being unable to

obt ai n

warrants and perm ssion to track down al-M dhar and al-Hazm during the |ate
summer of 2001 - because of FISA requirements -- do not have the ring of
truth

about them What actually happened, if Tenet is being truthful, was that the
FBI

of ficers who had earlier been working with the CIA at CTC did not - or were
ordered not to -- fully notify the rest of the Bureau of what was known at

t hat

ti me about the intending hijackers. In addition, CIA officers assigned to

M nneapolis and New York investigations did not - or were ordered not to -



reveal full details of why the Agency had been surveilling al-Qaeda in

Mal aysi a.

Finally, it also seens |ikely that certain CIA and FBlI officers may still not
be

fully forthcom ng with Congress about the case.
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THE SECOND WALL: WHY THE Cl A SUPPRESSED EVI DENCE SOUGHT BY FBI FI ELD
I NVESTI GATORS FOR FI SA WARRANTS

El eanor Hill, the staff director of the Joint Congressional Investigation
delivered a nunber of bonmbshells in her reports of Septenber 20 and 24 on the
del ays and m shandling of the FBI investigation into Zacarias Mussaoui

Nawaf

al -M hdhar and al -Hazm during the |ast days before 9/11. One critical point
she

rai sed has thus far gone w thout coment, but it may provide inportant

evi dence

of CI A obstruction of that investigation.

Hill points out that within a week of Massaoui’s August 16 arrest on

i mm gration

charges, details of the FBI investigation of the French Mrroccan suspect had
been widely dissemnated within the ClA:

A ClA officer detailed to FBI headquarters | earned of the Moussaou

i nvestigation fromCTC in the third week of August 2001. The officer was

al ar ned

about Moussaoui for several reasons. ClIA stations were advised of the known
facts regardi ng Moussaoui and al -Attas and were asked to provide any rel evant
informati on they might have.[H ||, prepared testinmony, 9/24/02]

The Congressional staff report lets this point pass without further conment.
However, this appears to confirmthat the CIA |liaison at the FB
counterterrorismoffice, and others within the Agency, were well aware that
t he

M nneapolis FBI office was seeking evidence that would have justified

i ssuance

of a FISA warrant to open Mussaoui’s | aptop conputer.

Much has been nade about the apparently over-restrictive interpretation of

Fl SA

requi renents made by certain mddle-level officers in the FBI's Nationa
Security Legal O fice. Poor |egal judgnment in Washington, DC did
unnecessarily

del ay investigators’ access to the contents of Mussaoui’s conmputer, perhaps
thwarting the possibility of a last-mnute discovery of the conspiracy and
apprehensi on of other al-Qaeda nenbers. Tragically, we will never know.

What we do now know is that there was nore that enough evidence to obtain a
warrant - either FISA or a crimnal warrant - for all the attendees at the
January 5-8, 2000 al-Qaeda planning summit. That obviously includes al-

M hdhar,

al -Hazm and Jarrah. Yet, one was not applied for. \Wy?

Surveill ance of the January 5-8 Mal aysia sumit had been a maj or Agency



undert aki ng, involving eight ClA stations and dozens of officers and allied
personnel. Details about it were quite w dely known throughout the Agency.
ClA

Director Tenet was briefed about the event on nore than one occasion, M.
Hill

reported in Septenber 20th:

“[ D] ocunments reviewed by the Joint Inquiry Staff show that the Ml aysia
neeti ng

was deered sufficiently inportant at the time that it was included - along
with

several other counterterrorst activities -in several briefings to the DCl in
January 2000.”[HiIl, prepared testinony, 9/20/02]

Despite the inportance given their surveillance by CIA the record shows that
the Agency refused to provide pertinent details of what was known about to

t he

FBI agents in New York who were seeking a FI SA warrant to hunt down al -

M hdhar

and al -Hazm :

“On June 11, 2001, FBI headquarters representatives and Cl A representatives
met

with the New York FBI agents handling the Col e investigation. The New York
agents were shown, but not given copies of the photographs and told they were
taken in Mal aysia. When interviewed, one of the New York agents recalled
al - M hdhar's nanme being nentioned. He al so recalled asking for nore

i nformation

on why the people in the photographs were being followed and for access to

t hat

i nformati on. The New York agents were advised they could not be told why

al -M hdhar and the others were being foll owed. An FBlI headquarters
representative told us in her interview that the FBI was never given specific
information until it was provided after Septenber 11, 2001. The ClI A anal yst
who

attended the New York neeting acknow edged to the Joint Inquiry Staff that he
had seen the information regarding al-Mhdhar's U.S. visa and al-Hazm's
travel

to the United States. But he stated that he would not share information
out si de

of the ClIA unless he had authority to do so and unless that was the purpose
of

the neeting.” [Hill, prepared testinony, Septenber 20, 2002].

Thus, according to the Congressional staff report, the CIA withheld the bulk
of

what it knew about al-M hdhar’'s presence at the Malaysia neeting. In the
absence

of that critical information, the FBI’s New York field office decided not to
seek either a FISA or a crimnal warrant. Ms. Hill reported on Septenber 20:

On August 23, 2001, the CIA sent a cable to the State Departnent, I|NS,

Cust ons

Service, and FBI requesting that "Bin Ladin related individuals" - al-

M hdhar ,

Nawaf al -Hazmi, and two other individuals at the Ml aysia meeting - be

wat chl i sted i mmredi ately and denied entry into the United States "due to their



confirmed links to Egyptian Islamc Jihad operatives and suspici ous
activities

while traveling in East Asia." Although the CIA believed al-Mhdhar was in
t he

United States, placing himon the watchlist would enable authorities to
det ai n

himif he attenpted to | eave.

Meanwhi | e, the FBI headquarters' Usama Bin Ladin Unit sent to the FBI's New
Yor k

field office a draft docunent recomendi ng the opening of an intelligence

i nvestigation on al-Mhdhar "...to deternmine if al-Mhdhar is still in the
United States.” It also stated that al-M hdhar's confirnmed association with
various elenments of Bin Ladin' s terrorist network, including potentia
association with two individuals involved in the attack on USS Col e, "make
him a

risk to the national security of the United States." The goal of the

i nvestigation was to | ocate al-M hdhar and determi ne his contacts and reasons
for being in the United States."” This docunment was sent to New York in fina
formon August 28. New York FBI agents told us that they tried to convince
FBI

headquarters to open a crimnal investigation on al-M hdhar, given the

i mportance of the search and the limted resources that were available to
intelligence investigations. FBlI headquarters declined to do so because there
was, inits view, no way to connect al-M hdhar to the ongoing Cole

i nvestigation

Wi t hout using some intelligence information.

Ms. H Il touches on what may be the essential truth in this matter. The Cl A
wi t hhel d what it knew in order to protect its own operational methods from

expl osure. Meanwhil e, FBI headquarters had apparently wi thdrawn into a nest
of

sensel ess legalismin order to shield itself froma visibly disintegrating

ClA

operation:

“There is, however, a second type of wall that can also |linit the flow of
information to crimnal investigators fromintelligence agencies; that wal
exists to protect foreign intelligence sources and nethods from di sclosure in
a

crimnal prosecution. Intelligence agencies often provide information to the
FBI, for exanple, with alimtation that it nay only be used for |ead

pur poses

as distinct fromevidentiary purposes. In the case of al-M hdhar and al -
Hazm ,

evidently, assisting the Cole crimnal investigation was deened insufficient
to

justify breaching the "wall" that prevented the full sharing of relevant
intelligence information with the agents handling that crimna

i nvestigation.

An August 29, 2001 e-nmmil exchange between FBlI headquarters and a FBlI agent
in

New York is illustrative. The agent, who had been involved in the Cole
crimna

i nvestigation since the day of that attack, asked FBlI headquarters to all ow
New



York to use the full crimnal investigative resources available to the FBI to
find al -M hdhar. Headquarters responded that its National Security Law Unit
advi sed that this could not be done.

Thi s was the exchange:

- From FBI Headquarters: "A crimnal agent CAN NOT be present at the
intervi ew

This case, inits entirety, is based on [intelligence]. If at such tine as
information is devel oped indicating the existence of a substantial federa
crime, that information will be passed over the wall according to the proper

procedures and turned over for followup crimnal investigation." [Enphasis
in
original.]

- From FBI agent, New York: "Whatever has happened to this - soneday soneone

will die - and wall or not - the public will not understand why we were not
nor e

effective and throwi ng every resource we had at certain 'problens.' Let's
hope

the [FBI's] National Security Law Unit will stand behind their decisions
t hen,

especially since the biggest threat to us now, UBL, is getting the npost
"protection.'"

On his way to the US earlier in 2001, Zakarias Mussaoui had al so been the
houseguest of the businessman who owned t he Kual a Lunmpur condom nium French
intelligence had also provided its Anerican contacts w th extensive

i nformation

it possessed that indicated Moussaoui to be an Islamic mlitant with “sone
autonony and authority”. TIME magazi ne reported:

" In the late 1990s, it turns out, French police had placed Moussaoui on a
wat ch

list: using London as his base, Mussaoui shuttled in and out of Kuwait,
Tur key

and Continental Europe, forming ties with radical |slam st groups and
recruiting

young nmen to train and fight the jihad in Chechnya. French intelligence
officials al so believed Miussaoui spent tinme in Afghanistan, and his | ast
trip

before arriving in the U S. |ast February was to Pakistan. A French justice
of ficial says the governnent gave the FBI 'everything we had' on Moussaoui
"enough to nmake you want to check this guy out every way you can. Anyonhe
payi ng

attention woul d have seen he was not only operational in the mlitant

I sl am st

wor |l d but had sone autonomy and authority as well.® . . ." [TIMg, “How the
FBI

Bl ew t he Case”, 5/22/02]

Again, it appears that field FBI investigators sought the assistance of the
CTC,

but the counterterrorismcenter did not provide the field office with
information in its possession with which investigators m ght have obtained
warrants. In her statement of Septenber 24, The joint conmittee staff

di rector



provi ded a detail ed description of apparent obstruction in the Mussaou
case:

“Based on concerns expressed by a private citizen, the FBI's M nneapolis
Field

Office opened an international terrorisminvestigation of Mussaoui on August
15, 2001.

On the sane day the M nneapolis field office | earned about Mussaoui, it
asked

both the CIA and the FBI's | egal attache in Paris for any information they
had

or could get on Mussaoui. At the sanme tine, they also informed FBI
headquarters

of the investigation.

The INS agents detern ned that Mussaoui had not received an extension to
al | ow

himto stay in the United States beyond May 22, 2001, so they took himinto
custody. The agents packed Moussaoui's bel ongi ngs, noticing that he had a

| apt op

conputer anong his possessions.

####

After Moussaoui's detention, the M nneapolis supervisory agent called the
office's I egal counsel and asked if there was any way to search Myussaoui's
possessi ons without his consent. He was told he had to obtain a search
war r ant .

Over the ensuing days, the M nneapolis agents considered severa
alternatives,

including trying to obtain a crimnal search warrant, seeking a search
war r ant

under FI SA, and deporting Mussaoui to France after arranging for the French
authorities to search Mussaoui's possessions and share their findings with
t he

FBI. Adding to the sense of urgency, a supervisor in the INS M nneapolis
office

told the FBI that INS typically does not hold visa waiver violators |ike
Moussaoui for nore than 24 hours before returning themto their hone
countries.

Under the circunstances, however, the INS said it would hold Mussaoui for
seven

to ten days.

On Saturday, August 18, M nneapolis sent a detail ed nmenorandumto FB
headquarters. That menorandum descri bed the Mussaoui investigation and
st at ed

that it believed that Moussaoui posed a threat.

The Joint Inquiry Staff has been told in interviews with the M nneapolis
agents

that FBI headquarters advi sed against trying to obtain a crimnal search
war r ant

as that mght prejudice any subsequent efforts to got a search warrant under
FI SA. Under FISA, a search warrant could be obtained if they could show there



was probabl e cause to believe Mussaoui was an agent of a foreign power and
either engaged in terrorismor was preparing to engage in terrorism FB
headquarters was concerned that if a crimnal warrant was denied and then the
agents tried to get a warrant under FISA, the court would think the agents
wer e

trying to use authority for an intelligence investigation to pursue a
crimnal case

During this time frame an attorney in the National Security Law Unit at FB
headquarters asked the counsel in the Mnneapolis field office if she had
considered trying to obtain a crimnal warrant and she replied that a FI SA
warrant woul d be the safer course. M nneapolis also wanted to notify the
Crim nal Division about Muussaoui through the local U S. Attorney's Ofice,
believing it was obligated to do so under Attorney General guidelines that
required notification when there is a "reasonable indication" of a felony.
FBI

headquarters advi sed that M nneapolis did not have enough evi dence to warrant
notifying the Crininal Division

The FBI case agent in M nneapolis had becone increasingly frustrated with
what

he perceived as a |l ack of assistance fromthe Radi cal Fundanentalist Unit
(RFY)

at FBI headquarters. He had had previous conflicts with the RFU agent over

Fl SA

i ssues and bel i eved headquarters was not being responsive to the threat

M nneapolis had identified. At the suggestion of a M nneapolis supervisor,

t he

M nneapol is case agent contacted an FBlI official who was detailed to the CTC
The M nneapolis agent shared the details of the Mussaoui investigation with
hi m

and provided the names of associates that had been connected to Moussaoui

The

M nneapolis case agent has told the Joint Inquiry Staff that he was | ooking
for

any information that CTC could provide that would strengthen the case |inking
Moussaoui to international terrorism

A ClA officer detailed to FBI headquarters |earned of the Mussaou

i nvestigation from CTC in the third week of August 2001. The officer was

al ar ned

about Moussaoui for several reasons. ClA stations were advised of the known
facts regarding Moussaoui . . . and were asked to provide any rel evant

i nformati on they m ght have.

The M nneapolis case agent contacted CTC, asking for additiona
i nformati on concerning connecti ons between the group and al-Qa ida; he also
suggested that the RFU agent contact CTC for assistance on the issue. The RFU
agent responded that he had all the information he needed and requested that
M nneapolis work through FBI headquarters when contacting CTC. U timately,
t he
RFU agent agreed to subnmt M nneapolis' FISA request to the attorneys in the
FBI's National Security Law Unit (NSLU) for review

The Joint Inquiry Staff interviewed several FBI attorneys with whomthe RFU
agent consul ted about Mussaoui. All have confirmed that they advised the RFU



agent that the evidence was insufficient to Iink Mussaoui to a foreign
power .

One of the attorneys also told the RFU agent that the Chechen and his rebels
were not a "recogni zed" foreign power. The attorneys also told the Staff

t hat,

if they had been aware of the Phoeni x neno, they woul d have forwarded the

Fl SA

request to the Justice Departnment's Office of Intelligence Policy Review

(A PR).

They reasoned that the particulars of the Phoeni x nmeno changed the context of
t he Mbussaoui investigation and made a stronger case for the FI SA warrant.
None

of them saw t he Phoeni x meno before Septenber 11.

In a subsequent conference call with FBI headquarters, the chief of the
RFU Unit told M nneapolis that a connection with a specific recognized
foreign
power, such as HAMAS, was necessary to get a FlI SA search warrant.

After concluding that there was insufficient information to show that
Moussaoui was an agent of any foreign power, the FBI's focus shifted to
arrangi ng for Mussaoui's planned deportation to France on Septenber 17.
French
officials woul d search his possessions and provide the results to the FBI
Al t hough the FBI was no | onger considering a search warrant under FISA, no
one
revisited the idea of attenpting to obtain a criminal search warrant, even
t hough the only reason for not attenpting to obtain a criminal search warrant

the concern that it would prejudice a request under FISA - no | onger existed.

The record leading up to 9/11 denponstrates the CTC repeatedly withheld

evi dence

that suspected al - Qaeda operatives were connected to terrorist organizations.
This crippled several investigations, preventing FBI field investigators from
obtai ning sufficient evidence to seek FISA or crimnal warrants. This was the
result of the “second wall” - excessive secrecy and | ack of accountability in
t he conduct of domestic counterintelligence operations -- that no one in
government or the press wants to address. There is a pattern of obstruction
of

justice that runs through these operations. The conmm ngling of donestic |aw
enforcenent and intelligence operations allowed by USA PATRI OT threaten to
make

this probl em even worse

*kkkkkkkx

THE WALL | S THUS A RED- HERRI NG

The Wall is thus a red-herring, a ruse, an irrelevancy with regard to primary
9/ 11 conspirators who had already been identified. The FBI and ClA are
bl owi ng

snmoke when they inply that 9/11 occurred because of a wall-created probl em of
i nt eragency coordination. The supposed issue of the failure to watchlist the
Kual a Lunpur attendees also distracts fromthe real issue: why did US
counterintelligence | ose sight and control over these known al - Qaeda
operatives



who apparently gave the slip to the CIA (so very easily) abroad after they
wer e

observed at a major terrorist conference , and then entered the country (we
are

to believe, again, w thout being noticed by the Feds)? Furthernore, the
Agency

had other 9/11 terrorists under surveillance:

A nmenber of the Hamburg al -Qaeda cell, Ranzi Bin Al-Shibh was al so present at
t he Kual a Lunpur neeting. Bin Al-Shibh was roonmate of Mhanmed Atta, whose
apartnent was the hub of the al Qaeda cell in Hanmburg, Germany. Investigators
believe he was originally intended to be the 20th hijacker. After four failed
attenpts to obtain a US visa, Al-Shibh wired hundreds of thousands of dollars
fromGermany to his former roommates who had entered the United States, and

| ater cabl ed noney to Moussaoui. The CI A surveillance teamin Ml aysia
obt ai ned

video and still pictures of al-Shibh next to bin Atash, Osama bin Laden’s
former

chief of security. (Los Angeles Tinmes, 09/01/02; Tine, 09/15/02; Die Zeit,

10/ 01/ 02; Newsweek, 11/26/01.) He was reported to have been identified at the
time of the neeting, which would have resulted in his being followed by the
ClA

back to Germany and his roommates in Hanburg. (Der Spiegel, 10/01/02).

Ziad Jarrah is believed to have piloted Flight 93 that crashed in Centra
Pennsyl vania later in the norning of 9/11. On January 30, 2001, he was
det ai ned

and questioned for several hours at the Dubai International Airport. CNN
reported that the interrogati on was conducted at the behest of the ClA by the
UAE authorities. Jarrah was "suspected [of] involvenent in terrorist
activities.” [CNN, Sheila MacVicar and Caroline Faraj "Septenber 11 Hijacker
Questioned in January 2001. Sources: CIA was interested in his travels in

Af ghani stan" , 08/01/02.][ The Cl A has subsequently denied that this stop took
place it its behest, and clains it actually occurred in January 2000 - in
fact,

that would actually be nore proximte to the Ml aysia neeting.]

CNN reported the CIA had tracked Jarrah as he boarded a flight from Pakistan
to

Germany on his way back to the US in January 2001. UAE officials quiried
Jarrah

at the airport about his activities in Afghanistan and how | ong he had been
there. Jarrah had already spent six nonths in the United States learning to
fly.

He had a valid U S. nmultiple-entry tourist visa in his passport, a fragnment
of

whi ch was found at the Flight 93 crash site. Investigators have confirned

t hat

Jarrah had spent at |east three weeks in January 2001 at an al Qaeda training
canp in Afghani stan. Yet, again, for sone unexpl ai ned reason, he was then
allowed to continue his travels to Germany and then on to the U S., where he
nmet

up with Mohamed Atta and the other nmenbers of the Hamburg al - Qaeda cell, who
had

regrouped in Florida, where they were attending flight schools. Atta, it was
reported in the Berliner Zeitung newspaper, had been under ClI A surveillance



since 1998 [Berliner Zeitung, Andreas Forster, “ClA Had Attacker In Its
Si ghts”,
09/ 24/ 01]

The CNN report states that Jarrah’s questioning at Dubai airport was part of
"a

pattern" of CIA nonitoring of international travelers to the UAE who had
recently visited Afghanistan. "He was rel eased because U S. officials were
satisfied, according to sources. The Cl A spokesnan repeated the agency's
deni al

that there was any such contact. After his rel ease, Jarrah boarded a KLM

flight

in the early hours of January 31 and flew to Europe. Between then and

Sept enber,

Jarrah traveled to the United States, Lebanon and Gernmany before returning to
the United States . . . UAE and European intelligence sources told CNN that

t he

questioning of Jarrah fits a pattern of a Cl A operation begun in 1999 to
track

suspected al Qaeda operatives who were traveling through the United Arab

Em rates. These sources told CNN that UAE officials were often told in
advance

by U S. officials which persons were com ng through the country and whom t hey
want ed questioned."” [CNN, 08/01/02, I|bid.]

During his questioning, according to another report, Jarrah "divul ged that he
had spent the previous 'two nmonths and five days' in Pakistan and Afghanistan
the only known acknow edgment of an Afghan visit by any of the hijackers --
and

that he was returning to Florida..." That article published in The Chicago
Tri bune on Decenber 13, 2001 describes Jarrah as a " crucial figure in [the]
plot" with close ties to the other principal hijackers. The Tribune report
states that he was "one of only five trained pilots anong the 19 hijackers
and,

according to a federal indictment issued Tuesday, a co-founder of the Al
Qaeda

terrorist cell in Hanmburg that al so produced Mohamed Atta and Marwan Al -
Shehhi ,

who are believed to have piloted the two hijacked planes that hit the World
Trade Center."

As we now know, many of the primary 9/11 conspirators were in the CIA' s
crosshairs many nonths before 9/11 . It is certain that al-M hdhar, al-Hazni,
Jarrah and possibly Atta, were targets for intelligence collection, subjects
whom t he Agency considered inportant as |inks who would lead to the Cl A and
FBI

to others. This can be seen in the | anguage Tenet used in his prepared

st at enent

to describe the Ml aysia surveillance protocol

“Surveillance began with the arrival of Khalid al-Mhdhar on 5 January 2000,
and

ended on 8 January, when he left Kuala Lunpur. Surveillance indicated that

t he

behavi or of the individuals was consistent with clandestine activity-they did



not conduct any business or tourist activities while in Kuala Lunmpur, and
t hey
used public tel ephones and cyber cafes exclusively.

“Qther individuals were also positively identified by the surveillance
operation.

“Later in 2001 an individual was identified as Saeed Muhammad Bi n Yousaf (aka
Khal | ad), who becane a key planner in the October 2000 USS Col e bomnbi ng.
Because

of his later connection with the Col e bombi ng and ot her serious plotting, we
bel i eve he was the nost inportant figure to attend the Kuala Lunpur neeting.”
[ Tenet, prepared testinony. 10/17/02]

Recal |l that just a few weeks before his own testinony before the conmittee,
Director Tenet had tried to suppress public disclosure by the Congressiona
panel of what was known about Khallad, “whomthe United States intelligence
comunity had had identified as early as 1995". Tenet also seenms to have
tried

to hide Khallad s connection to the 9/11 hijackers;
conmittee

was prevented from publicly identifying hinf. (Congressional Intelligence
Committee, 9/18/02; New York Tinmes, James Risen, " C. 1.A 's Inquiry on Qaeda
Ai de Seen as Flawed", 9/22/02). [Tenet’s testinony altogether omts nention
of

Tawfiq bin Atash, the head of bin Laden’s bodyguard, wi dely reported to have
been phot ographed with al-Hazm in Malaysia. Tawfiq bin Attash has been
identified as Khallad in at |east one report, and may be one and the sane
person. (see, Newsweek, “The Hijackers W Let Escape” June 5, 2002)]. Mbst
striking, Tenet doesn’t nention the presence of Khalid Shai kh Mohammed at the
nmeeti ng. Mohamred is regarded as the chief financier of the USS Col e bonbi ng,
and was indicted in 1996 for his role in bankrolling the bonb attack on the
WIC

three years earlier. CNN reported:

the joint

“U.S. officials say the planning for the bonbing of the USS Cole (in Cctober
2000 that killed 17 U S. sailors) and Septenmber 11 took place in this
condomi ni um conpl ex on the outskirts of Malaysia' s capital, Kuala Lunpur.

“I'n January of 2000, about a dozen of GOsanm bin Laden's trusted followers net
here.

“The host was [alleged regional terrorismchief Ri duan |sanuddin, also known
as]
Hanbal i .

“Among those who attended: Tawfiq bin Attash, a key suspect in the bonbing of
the USS Cole 9 nmonths later; Khalid Al -Mdhar and Nawaf Al -Hazmi, who nearly
t wo

years |l ater crashed a plane into the Pentagon, and Khalid Shai kh Mohanmed,
Gsama

Bin Laden's lieutenant, a key planner, U S. officials say, of Septenber 11.

“Ei ght months after that al Qaeda neeting, another guest would stay here --
Zacarias Mussaoui, now on trial in the United States for Septenber 11

rel ated

charges.” [CNN, Maria Ressa, “The quest for SE Asia's Islamic 'super' state:



1995 report forewarned of U S. terror attacks, August 30, 2002 Posted: 11:32
AM
HKT (0332 QM)

The Ml aysia neeting thus may have al so provided ClIA and FBlI observers with a
link to Zacarias Mussaoui nonths before he was taken into custody. On his
way

to the U. S., Mussaoui was the guest of Hanmbali and his associate, Ml aysian
busi nessman, Yazid Sufaat, who is accused of providing his condom nium for

t he

neeting along with nore than $30,000 in funds which Myussaoui had to declare
when he entered the U.S. in early 2001. Sufaat’'s signature al so appears on a
letter of introduction found by the FBI in Mussaoui’s possession. [LA Tines,
Mark Fi neman and Bob Drogin, “In Malaysia, a jailed Cal State graduate hel ps
unravel Al Qaeda's Sout heast Asia Network”, February 2, 2002].

According to Newsweek, US counterintelligence nmaintained surveillance of
Sufaat’s condom nium after the neeting adjourned. But, for some reason, the
Agency clains it soon called off the watchers working for Ml aysian
intelligence:

“After the neeting, Ml aysian intelligence continued to watch the condo at

t he

ClA's request, but after a while the agency | ost interest. Had agents kept up
the surveillance, they m ght have observed another beneficiary of Sufaat's
charity: Zacarias Mussaoui, who stayed there on his way to the United States
| ater that year. The Mal aysi ans say they were surprised by the ClA s | ack of
interest follow ng the Kuala Lunpur neeting. "W couldn't fathomit, really,”
Rais Yatim Ml aysia's Legal Affairs mnister, told Newsweek. "There was no
show

of concern."[ Newsweek, “The Hijackers W Let Escape”, June 5, 2002]

To further underscore their significance, al-M hdhar and al -Hazm travel ed
after

the Mal aysia neeting with Khallad to an unspecified third country. In
addi ti on,

Tenet’ s prepared statenent shows the Cl A knew that “Khalid [al-M hdhar] had
[earlier] been at a suspected al-Qa'ida logistics facility in Yenen.”
Ther ef ore,

after January 8, 2000, Khalid al-M hdhar and Nawaf al -Hazm could by no nmeans
still be considered small fish. “ W arranged to have them surveilled.”
Tenet

concedes. [Tenet, prepared testinony] This raises the obvious question: when
did

the surveillance actually end, on Septenber 11, 2001? Did surveillance of
Jar ah

end about an hour |ater the sane norning?

[ The CI A had many opportunities to take preventative action against al -

M ndhar

and al -Hazm . “A March 2000 cable sent to Cl A headquarters concerning

Al hazm 's

presence in the US was marked ‘ Action Required: None.’ The next day, a second
overseas Cl A station noted that the cable had been ‘read with interest,’

particularly the information that a nenber of this group traveled to the
us...' .



This establishes that 18 nonths prior to the attack the presence of at |east
t wo

9/ 11 hijackers in the United States was known in Langley as well as by at

| east

two CIA foreign stations. At that point, a decision had apparently already
been

made as to whether, and to what extent, to share this information with the
FBI .

Cl A Director George Tenet and ranking counterterrorism and operations

of ficials

woul d have had to be privy to that sort of extraordinary decision. The
Congressional inquiry noted that, "Although the individuals had al ready
entered

the United States, the sharing of this information with the FBI and
appropriate

| aw enforcenent authorities could have pronpted investigative efforts to

| ocate

t hese individuals and surveil their activities within the United States."
[ Congressional Intelligence Comrittee, 9/20/02], [from “How U. S.
Counterterrorismfailed in 911, and Why the Bush Adm nistration Can't FiXx
It”,

Part 2].

*kkkkkkk*k

WHAT ARE YOU PREPARED TO BELI EVE?

We are expected to accept a series of vague, incredible assertions by the ClA
and FBI: that no US agency continued surveillance of al-M hdhar and al - Hazmi
after the pair left Malaysia and entered the U S on January 15 2000; that US
intelligence lost track of themafter they departed Mal aysia; that the US

t hen

unknowi ngly allowed al-M dhar to obtain a new visa and pernmitted his return
on

July 4 2001; that the Cl A sonmehow al so | ost track of Jarah after his
interrogation in Abu Dhabi; and that Jarah was then unknowi ngly allowed back
in

to the US on a tourist visa to continue his unauthorized flight instruction,
as

was Mohaned Tenet. Tenet raises yet nore questions when he gave the comittee
an

overvi ew of events, as the CI A now depicts them

“lI'n August 2001, because ClI A had becone increasingly concerned about a mgjor
attack in the United States, we reviewed all of our relevant hol dings. During
that review, it was deternined that al-M hdhar and al -Hazm had entered the
us

on 15 January 2000, that al-M hdhar had left the US on 10 June 2000 [his
touri st

visa had expired 6 April] and returned on 4 July 2001, and that there was no
record of al-Hazm |eaving the country. On 23 August 2001, ClIA sent a Centra
Intelligence Report to the Departnent of State, FBI, INS, and other US

Gover nment agenci es requesting that al-Hazm and al-M hdhar be entered into
VI SA/ VI PER, TI POFF, and TECS [ Treasury Enforcement Communication System. The
message said that Cl A recomends that the two nmen be watchlisted i mediately
and



denied entry into the US.” [Tenet, Oral testinmony, 10/18/02]

In fact, the CIA waited to sound the alarmuntil after the FBI New York

of fice

| earned that Al-M dhar and Mohaned Atta had returned to the US. The Cl A
professes that it belately learned in May 2001 of al-M ndhar’s January 15
2000

trip from Bangkok to Los Angeles International Airport. Strangely, as well

t he

Agency clainms that it was unaware that al-Hazm was on the sane flight unti
several nonths |ater. Even nore perplexing are reports that the Agency

wi t hhel d

news of al-M ndhar’s January 2000 entry fromthe FBI. Newsweek comment ed,
"astonishingly, the CIA did nothing with this information. Agency officials
didn't tell the INS, which could have turned them away at the border, nor did
they notify the FBI, which could have covertly tracked themto find out their

m ssion." [ Newsweek, 6/10/02]. The CIA clainms it |learned two nonths |ater
t hat
Al mi hdhar had al so been on the flight -- yet again, the Agency says it didn't

notify other federal agencies [Mchael Rolince Congressional Testinony,
9/20/02]].

*kkkkkk*k INSERT *kkkkkkkkx

Cl A counterterrorismchief Cofer Black testified on Septenber 26: "Wile the
[ Mal aysi an] neeting was in progress, CIC [CIA] officers detailed to the FB
kept

the FBI updated through verbal briefings. Where we fell short was in our not
inform ng the Departnment of State that we had identified two al Qaeda nen so
that the Department coul d deci de whether to place themon the watchlist."”

Bl ack was pushed by Sen. Carl Levin to explain why sone FBI officials had
clainmed the CIA had delayed informng the FBI of the entry of al-M ndhar and
al - Hazmi .

Sen. Levin probed, "There's another problem here besides failing to notify
t he

State Departnent,’
t he

FBI not notified until August 2001?" Black replied that there had been
"communi cation between CIA officers in the Counterterrorist Center and
individuals in the FBI . . . the identities and the nanes of the individuals
were [conmuni cated], but the issue of the visa is problenmatic. W have no
evi dence that that piece of information was comuni cat ed.

Levin said, "and that was the failure to notify Wy was

* kkkkkkk INSERT ENDS * kkkkkkk

It is difficult to believe that the pair lived in the US without

surveill ance

and Al -M hdhar | ater travel ed abroad totally unobserved, and he then again
reentered the US undetected in the summer of 2001 with a freshly-issued visa.
This is sinply so inplausible that one nust seek another explanation in the
factual record that has been rel eased by Congress and in the accounts
publ i shed

i n newspapers of record.



It seens entirely nore likely that Al -M hdhar, at |east, remained under

i ntense

scrutiny of counterterrorismunits of both agencies. Indeed, if Tenet is
bei ng

truthful, the FBI liaison officer at the CIA Counterterrorism Center (CTC)
was

fully briefed about the travels of the future Flight 77 hijacker. Wile en
route

to Kual a Lunmpur, a copy of al-Mdhar’s passport containing a nultiple-entry
U.sS.

tourist visa was obtained by the CIA Tenet says ClIA briefed the FBI at CTC
about the Mal aysia neeting on the first day the neeting took place, and
passed a

copy of al-Mdhar’s passport to its Bureau liaison at that time. In his
prepar ed

Congressi onal statenment, Tenet stated:

“At this early stage, the first days of January 2000, CIA briefed the FBI
informal |y, about the surveillance operation in Kuala Lunmpur. W noted in an
i nternal ClI A conmuni cation on 5 January 2000 that we had passed a copy of
al - M hdhar's passport-with its US visa-to the FBI for further investigation
A

CTC officer at the FBI wote an e-nmail in January 2000 reporting that he
briefed

FBI officers on the surveillance operation . §

Since 1996, the co-director of CTC was then FBI Director of Counterterrorism
and

Counterterrorism Dale W Watson. [Watson Congressional Testinmony, 9/22/02].
He

met alnost daily with his counterpart at the CIA Cofer Black, who resigned
in

2002. Bl ack was subsequently appoi nted at Anbassador rank to head the Bush
State

Department’s counterterrorismoffice. The two, in turn, had answered to the
Nat i onal Security Counsel (NSC) counterterrorismdirector, Richard C ark, who
after 15 years departed his post only a few weeks before 9/11, as did the
head

of the FBI NY National Security office, John O Neill.

For some reason, as yet unexplained, neither the CIA nor FBI watchlisted the
attendees at the Kual a Lunpur neeting. |Indeed, the US Governnent nmade it
exceptionally easy for nost of the 9/11 conspirators to enter the US, even

t hough several of them had outdated visas or adnmitted to INS i nspectors that
they had violated the terms of their tourist visas by attending flight
school .

There is a rational explanation for this. Permtting these al-Qaeda
operatives

to enter the US unhindered allowed US intelligence to track them as they
crisscrossed the country, training, neeting with others, receiving funds, and
communi cating with higher-ups in the network. The operation needed to be
conducted in absolute secrecy, which necessitated extraordi nary
conpartnental i zati on and sonme short-cuts in paperwork, such as FI SA warrants.

* kkkkkkk INSER *kkkkkkkx



“I'n Washington, O Neill becanme part of a close-knit group of counter-
terrorism

experts which forned around Richard Clarke. In the web of federal agencies
concerned with terrorism Clarke was the spider. Everything that touched the
web

eventually came to his attention. The menbers of this inner circle, which was
known as the Counter-terrorism Security Goup (C.S.G), were drawn nainly
from

the C.I1.A, the National Security Council, and the upper tiers of the Defense
Department, the Justice Departnent, and the State Department. They net every
week in the White House Situati on Room "John could | ead a discussion at that
level ," R P. Eddy, who was an N.S.C. director at the tinme, told ne. "He was
not

just the guy you turned to for a situation report. He was the guy who woul d
say

the thing that everybody in the roomw shes he had said." The New Yorker
Lawrence Wight, “THE COUNTER- TERRORI ST, John O Neill was an F.B.l. agent
with

an obsession: the growing threat of Al Qaeda.” (Ilssue of 2002-01-14).

[O Neill

peri shed on 9/11 at the WIC conpl ex. He had taken the post of security

di rector

of the Towers after his retirenent fromthe FBI.]

*kkkkkkk*k INSERT ENDS *kkkkkkkk*k

Al the while, its seems, John O Neill, the chief of the Bureau’ s Nationa
Security office in New York from 1997 until August 22, 2001 was being kept in
the dark about the attendees at the Malaysia neeting. O Neill was a | egend

within counterterrorismcircles has been |lionized [and denigrated] for his
aggressive approach to stal king the perpetrators of the American Enbassy and
USsS

Cole attacks. O Neill offended various US and foreign officials, and was
forced

to resign fromthe FBI under a cloud after he headed up the FBI investigating
teamin Yemen.

The best available facts now indicate the FBI National Security division and
nost other parts of the Bureau were kept in the black about the al-Qaeda
conspiracy until near the very end. This decision seens |ikely to have been
taken by the CIA in concert with the highest |evels of the Bureau's
counterterrorismliaison at CTC, possibly with the nod of the FBI and Cl A
Directors. It also seenms clear that the Cl A knew precise details about the
identities and plans of the 9/11 conspirators, yet this infornmation seens to
have been withheld fromall but a handful of donmestic counterterrorism

of ficers.

Do these actions and the subsequent coverup constitute a crimnal conspiracy
by

the officials involved?

A nunber of conclusions could be drawn. The evidence may al ready support the
enpanel nent of a Grand Jury to deci de whet her probable cause exists to
support

crimnal indictments for negligent hom ci de and obstruction of justice. One
woul d want to know the answers to a few critical questions before prosecuting
a

crimnal case agai nst those government officials responsible. The el ement of



crimnal intent nust be established to support additional conspiracy charges.
It
is essential to any showi ng of conspiracy to know the foll ow ng:

Was the operation that allowed the 9/11 hijackers to enter the US legally
aut horized, or were required procedures circunvented?

Why was such an extraordinary |level of secrecy and conpartnentalization

t hought

necessary - was this a high level “sting” or was it a rogue covert operation?
(Put another way, was there an expectation of a security breach if other FB
of fices and federal agencies were briefed about al-Qaeda’ s hijacking plans or
was stealth used in an intent to deceive | awful comand authority and

Congr essi onal oversi ght?)

What were the ultimate goals of the operation? The 9/11 attack may have been
“all owed to happen” - an explanation that is in sone ways consistent with
events. Certainly, it is a possibility (nauseating to contenplate), which
cannot

now be ruled out altogether. In this case, the US officials in conmand woul d
have had some extremely conpelling notives. Possibly, the intent was |ess

| et hal

-- the hijackings my have ended up going terribly wong in ways that were
not

anticipated by officials. Such a large loss of |ife may not have been
entirely

expected, even by al -Qaeda commanders. However, any Anericans who know ngly
al  owed passenger airliners to crash into the Wrld Trade Center towers and

t he

nati onal headquarters of the US military nust have believed they were
perform ng

sonme sort of sacrificial purpose of overriding noral or national inportance -
preserving Anerican hegenmony in the Mddle East, or continued access to
endangered energy supplies. Was 9/ 11 based in sonme esoteric scenario planning
that projected the Saudi Royals falling to a Khoneini-style revolution by
2005,

and a nucl ear clash of civilizations that followed, unless sonething dramatic
happened to upset the historical trends? Perhaps, there was a sinple
conmer ci a

motive - to drive up the cost of oil. One struggles to conprehend the noral
depravity of such notives, but they nust be considered, nonethel ess.

The best place to obtain an answer to these questions would be before a
f eder al
grand jury.

khkkkhkkkkhkkkkkxx

THE COVER STORY DOES NOT HOLD UP

By | ate 2000, the four primary 9/11 hijackers had entered the US, where they
enrolled in flight training without proper visas. Separate testinony given to
Congress reveal s that the FBI had surveillance on al-Qaeda cell nenbers in

t he

U.S. long before 9/11, and FBI headquarters had recei ved nunerous reports of
suspected terrorist pilots fromits field offices. In fact, Khalid al-M hdhar



and Nawaf al -Hazm who hijacked Flight 77 that crashed into the Pentagon
lived

in the apartment of an FBI informant in San Di ego during the autumm of 2000.
Several other 9/11 hijackers, including Mohaned Atta, lived with or visited

t he

two in San Diego and in other |ocations. Al four key 9/11 hijackers had
attended US flight schools or rented aircraft. Neighbors frequently observed
these individuals using PC flight sinmulator games, tal king on cell phones
outside their apartment, and being picked up in linmousines late at night. Wo
were they talking to and neeting with? Who was |istening and watchi ng?

The cover story that the FBI was kept in the dark by Cl A does not hold up.
The

facts now indicate a different chain of events leading to 9/11 - and a

di fferent

sort of intelligence failure, suggesting an entirely different set of

sol utions.

Alimted circle of ranking officials in both agencies were aware of the
identities of the primary hijackers, and that they were in the U S. By the
sumrer of 2001, the principal al-Qaeda nenbers in the United States were

al r eady

so closely nonitored that the CIA nay have thought it an acceptable risk to
al l ow Mohanmed Atta and two ot her al -Qaeda operatives (already under intense
scrutiny by the CIA and FBI) to reenter the U.S. in the final nonths of

pl anni ng

prior to the attack. Obviously, sonething went terribly wong at that point
with

this joint surveillance operation, as well as with the individual roles

pl ayed

by the CIl A and FBlI counterterrorism

At minimum- even if there was no crimnal intent on the part of US officials
the heads of both agencies bear joint responsibility for the gross

nm shandl i ng

of the operation. The Anmerican people are now asked to believe that the 9/11
attack boils down to a failure by lowlevel officials to watchlist [notify

ot her

federal agencies (e.g., INS, FAA)] about the identities of known al - Qaeda
operatives who held U S. visas. Tenet attenpted to mininize the problens with
U.S. counterterrorism and to counter the conclusion that there had been any
fundamental flaws in judgnment at the top. He inplied that 9/11 was due to a
training error affecting rank-and-file enployees, a problem he assured

Congr ess

the Agency has since corrected. Hi s prepared testinony states:

“ There are at |east two points before August 2001 when these individuals
wer e

on our scope with sufficient information to have been watchlisted. During the
i ntense operations to thwart the M I | ennium and Ramadan threats, the

wat chl i st

task in the case of these two al -Qaida operatives slipped through. The error
exposed a weakness in our internal training and an inconsistent understanding
of

wat chli st thresholds. Corrective steps have been taken.”



We may al so consider the possibility that the crimes comritted by US
officials

were primarily ones of omission. Even if their offenses were nerely technica
viol ati ons of agency rules, the watchlist issue is actually only part of a
pattern of illegal and inproper practices by U S. intelligence before 9/11.
Rat her than foll ow procedures that require surveillance of foreign terrorist
suspects be formally transferred to the FBI once they enter the US, and that
t he

Bureau seek warrants to continue surveillance operations, as required by |aw,
there is no record of a ClA “hand-of f” of these al-Qaeda operatives to the
FBI .

Nor is there any record that any federal agency sought a FISA surveillance
warrant in this case. Either such records were withheld from Congress or, it
seens nore likely, regulations were not followed, and mandatory FI SA court
papers were not filed; thus, the CIA conducted a covert, illegal operation
inside the United States - apparently, with sone know edge and cooperation of
t he FBI.

Ei t her course of action would have been illegal, a gross violation of the
Agency’s charter and the Bureau’s rules. Such a major violation of law, in
itsel f, would make decision-makers in both agencies responsible for all that
happened thereafter.

Potentially, U S. officials could be held |iable for sone 3,000 counts of
negli gent homicide, along with the attendant civil liabilities for harmto
t he

9/ 11 victins and their survivors.

Even if the letter of the | aw was observed, of course, the conmand authority
is

still responsible on a practical, political level. The sign on Harry Truman
‘s
desk read, “The buck stops here.” Today, in the case of G W Bush, and DC

Tenet

and FBI Director Muieller, the buck has been passed down onto the heads of the
rank-and-file counterterrorismofficers. This is perhaps a worse injustice

t han

the crimes and errors that allowed 9/11 to happen to begin with.

The effect of the USA Act appears to be an effort to |egalize after the fact
some of the then-unlawful practices conmmitted by intelligence officials that
allowed the 9/11 attack to occur

khkkkhkkkhkk*k

THE MYTH OF THE WALL

The best avail able facts now indicate that the Bush Adm nistration has lied
to

the American people and unjustly tried to scapegoat rank-and-file
counterterrorismofficers, nost of whomthensel ves had been kept in the dark
about the entry of al-Qaeda until nere weeks before the attack occurred.

It is not true, as unfairly alleged, that the working agents in CIA FBI, NSA
and ot her federal counterterrorismoffices were totally inconpetent and
uncoordi nated. They were not - they were msled and betrayed by their

superi ors.



It is not true, as has been clainmed, that U S. intelligence was paral yzed by
t he

Wal | during the sunmer of 2001. The Wall was largely ignored in the al-Qaeda
i nvestigation, as it had been for a long time in such joint operations.

Rat her, there was no real breakdown of coordination between the Agency and

t he

Bureau; instead, in dealing with M. Atta and his roommates before 9/11, the
agenci es operated in a cooperative but informal manner. As they had many
times

before, American intelligence did not officially “hand off” known terrorists
to

the FBI when they were observed entering the country. The FBI was not
notified

in the normal |y mandat ed way. Wen CI A |learned that Atta and the others were
returning to the U S. in the summer of 2001, there is no renmining record of
written notice given the FBI in the joint Counterterrorism Center

As one examines the record closely, this is what seens to have actually
happened: the ongoing ClA probe of al-Qaeda, known within the Agency as “The
Pl an”, was consi dered by command authorities to be too sensitive and

i mport ant

to risk a breach of operational security by official notification, which
woul d

have been wi del y-di ssem nated. According to CIA Director Tenet, there was
instead “informal notification” that went to a limted nunber of eyes. Had

t he

| aw been foll owed, FBI would have had to obtain FISA warrants to continue
surveillance of the terrorist suspects after they entered the country.

I nst ead,

in at | east one case, the FBI l|iaison officer at CTC was notified verbally by
hi s Agency contact that a known al - Qaeda nenber had arrived at LA Airport. It
has not been fully explained why this information not officially recorded at
CTC, or whether it was passed up the chain of command. Both agencies are
required to keep records, but in this case, the FBI and CIA testified to the
Congressional commttee that no record of an official pass-off was

mai nt ai ned.

By every indication, he CIA continued to run its covert operation after al-
Qaeda

terrorists entered the United States, while the FBI had at |east sonme

know edge.

In attenpting to justify the Bush Adm nistration’s refusal to hand over to
Congress the terrorismbriefing paper, “Bin Laden Deternmined to Strike in the
US.” read to GW Bush on August 6, 2001, Vice President Cheney said, “[I]t
contains the nost sensitive sources and nethods. It's the famly jewels.”

[ Dani el Schorr, The Christian Science Mnitor, "Washington's Secrecy Battles

From 9/11 to Enron", May 31, 2002]

The “family jewels” of US intelligence that the Bush Administration is
presently

trying to protect at all costs is the fact that M. Atta and his

conf eder at es,

before they obliterated thensel ves, were the apparent focus of a ClA covert
operation that was - for whatever reason -- allowed to cross over the borders



into the U S. Laws requiring FISA wiretaps were also ignored in the case of
t he

al -Qaeda cells (there is no record that they were sought), [Foreign
Intelligence

Surveil l ance Act of 1978, 50 U.S.C. § 1801-1863] as were regul ations
mandati ng a

“pass-off” of surveillance to FBI within the U S. were violated [ See,
Appendi x

A, Executive Order 12333 of Dec. 4, 1981, appears at 46 FR 59941, 3 CFR, 1981
Conmp., p. 200, Part 2, Sec 2.5] [ Footnote] [ APPENDI X] While Bureau liaison
of ficers were apparently notified of the entry of M. al-M hdhar, officia
notification was not given to the Attorney CGeneral through his designate at
t he

joint federal agency Counterterrorism Center

Such an operation appears to have breached the Agency’'s charter that
prohibits

donmestic covert ClIA operations and | aw enforcenment activities. [Nationa
Security Act of 1947, 50 U.S.C. § 401-441d] If this were to be the finding of
a

court or official investigation, it would also open responsible officials to

liability for billions of dollars in damages in law suits by the victins of
t he

9/11 attacks. An admission or finding to this effect could politically

dest roy

the CIA, and the Bush Administration along with it. Inasnuch as “The Pl an”,

t he

operation to neutralize Osanma bin Laden, was |aunched during the Clinton
presi dency, Denocratic | eaders also have no real appetite for exhum ng the
details. Al around, there are powerful interests that would prefer that the
American people, in the oft-repeated phrase, “just get over it”. Congress and
Presi dent Bush, through amendnment to USA PATRI OT and pardons, nmay well end up
i mruni zi ng those responsi ble for breaking the I aw and their catastrophic
breach

of duty to protect the public.

None of this necessarily inplies that any U S. official really wanted 3, 000
people to die on 9/11. W don't yet know why this operation ended as it did.
That question will not be answered, however, except under oath before a G and
Jury or in later sworn testinony by fornmer high officials. As to whether

t here

is areal will to see justice done in open court, time will tell.

kkkkkkkkx INSERT khkkkhkkkhk*k

NOTE: FUNCTI ONS COF THE FBI AND CI A

The FBI and Cl A had cl osely proscribed functions prior to the USA PATRI OT
Act .
The operative directive was Executive Order 12333 - United States
Intelligence
Activities (Dec. 4, 1981) 46 FR 59941, 3 CFR, 1981 Conp., p. 200, unless
otherwise cited [ http://ww.cia.gov/cialinformation/eo0l12333. htm ]
Part 1.

1.14 The Federal Bureau of Investigation. Under the supervision of the
Att or ney



General and pursuant to such regulations as the Attorney General may
est abl i sh,
the Director of the FBI shall

(a) Wthin the United States conduct counterintelligence and coordinate
counterintelligence activities of other agencies within the Intelligence
Community. When a counterintelligence activity of the FBI involves nmlitary
or

civilian personnel of the Departnent of Defense, the FBI shall coordinate
with

t he Department of Defense;

(b) Conduct counterintelligence activities outside the United States in
coordination with the CIA as required by procedures agreed upon by the
Di rector

of Central Intelligence and the Attorney General

(c) Conduct within the United States, when requested by officials of the
Intelligence Cormunity designated by the President, activities undertaken to
collect foreign intelligence or support foreign intelligence collection
requi rements of other agencies within the Intelligence Conmunity, or, when
requested by the Director of the National Security Agency, to support the
communi cations security activities of the United States Governnent;

(d) Produce and dissenminate foreign intelligence and counterintelligence; and
(e) Carry out or contract for research, devel opnent and procurenent of
techni ca

systenms and devices relating to the functions authorized above.

1.8 The Central Intelligence Agency. All duties and responsibilities of the
ELQII be related to the intelligence functions set out below. As authorized
?Kis Order; the National Security Act of 1947, as anended; the ClIA Act of
;24gﬁended; appropriate directives or other applicable law, the CI A shall

(a) Collect, produce and disseninate foreign intelligence and
counterintelligence, including informati on not otherw se obtai nable. The
collection of foreign intelligence or counterintelligence within the United
States shall be coordinated with the FBI as required by procedures agreed
upon

by the Director of Central Intelligence and the Attorney Ceneral

(b) Collect, produce and disseninate intelligence on foreign aspects of
narcotics production and trafficking;

(c) Conduct counterintelligence activities outside the United States and,

wi t hout assuming or performng any internal security functions, conduct
counterintelligence activities within the United States in coordination with
t he

FBI as required by procedures agreed upon by the Director of Centra
Intelligence and the Attorney Ceneral

(d) Coordinate counterintelligence activities and the coll ection of
i nformation
not ot herw se obtai nabl e when conducted outside the United States by other



departnments and agenci es;

(e) Conduct special activities approved by the President. No agency except
t he

CIA (or the Armed Forces of the United States in tinme of war declared by
Congress or during any period covered by a report fromthe President to the
Congress under the War Powers Resolution (87 Stat. 855)) nay conduct any
speci a

activity unless the President determ nes that another agency is nore likely
to

achi eve a particul ar objective;

(f) Conduct services of common concern for the Intelligence Community as
di rected by the NSC,

(g) Carry out or contract for research, devel opnent and procurenent of
techni ca
systenms and devices relating to authorized functions;

(h) Protect the security of its installations, activities, information,
property, and enpl oyees by appropriate nmeans, including such investigations
of

applicants, enpl oyees, contractors, and other persons with sinmlar
associ ati ons

with the CIA as are necessary; and

(i) Conduct such administrative and technical support activities within and
outside the United States as are necessary to performthe functions descri bed
in

sections (a) through (h) above, including procurement and essential cover and
proprietary arrangenents.

Part 2
Conduct of Intelligence Activities

2.1 Need. Accurate and tinmely information about the capabilities, intentions
and

activities of foreign powers, organizations, or persons and their agents is
essential to informed decisionmaking in the areas of national defense and
foreign relations. Collection of such information is a priority objective and
will be pursued in a vigorous, innovative and responsi ble manner that is
consistent with the Constitution and applicable |aw and respectful of the
princi pl es upon which the United States was founded.

2.2 Purpose. This Oder is intended to enhance human and technical collection
techni ques, especially those undertaken abroad, and the acquisition of
significant foreign intelligence, as well as the detection and countering of
international terrorist activities and espi onage conducted by foreign powers.
Set forth below are certain general principles that, in addition to and
consistent with applicable laws, are intended to achieve the proper bal ance
between the acquisition of essential information and protection of individua
interests. Nothing in this Oder shall be construed to apply to or interfere
with any authorized civil or crimnal |aw enforcenment responsibility of any
department or agency.

2.3 Collection of Information. Agencies within the Intelligence Community are



authorized to collect, retain or disseminate information concerning United
States persons only in accordance with procedures established by the head of
t he

agency concerned and approved by the Attorney General, consistent with the
authorities provided by Part 1 of this Order. Those procedures shall permt
collection, retention and di ssem nation of the foll ow ng types of

i nformati on:

Information that is publicly available or collected with the consent of the
per son concer ned;

(b) Information constituting foreign intelligence or counterintelligence,

i ncl udi ng such informati on concerni ng corporations or other comercia
organi zations. Collection within the United States of foreign intelligence
not

ot herwi se obtainable shall be undertaken by the FBlI or, when significant
foreign

intelligence is sought, by other authorized agencies of the Intelligence
Community, provided that no foreign intelligence collection by such agencies
may

be undertaken for the purpose of acquiring information concerning the
donmestic

activities of United States persons;

(c) Information obtained in the course of a lawful foreign intelligence,
counterintelligence, international narcotics or international terrorism
i nvestigation;

(d) Information needed to protect the safety of any persons or organizations,
i ncluding those who are targets, victins or hostages of internationa
terrorist

or gani zati ons;

(e) Information needed to protect foreign intelligence or counterintelligence
sources or nethods from unauthorized disclosure. Collection within the United
States shall be undertaken by the FBI except that other agencies of the
Intelligence Community may also collect such information concerning present
or

former enpl oyees, present or former intelligence agency contractors or their
present or former enpl oyees, or applicants for any such enpl oynent or
contracting;

(f) Information concerni ng persons who are reasonably believed to be
pot enti al

sources or contacts for the purpose of determning their suitability or
credibility;

(g) Information arising out of a |awful personnel, physical or comunications
security investigation;

(h) Information acquired by overhead reconnai ssance not directed at specific
United States persons;

(i) Incidentally obtained information that may indicate involvenent in
activities that may violate federal, state, local or foreign |laws; and

(j) Information necessary for adm nistrative purposes.



In addition, agencies within the Intelligence Community nmay di ssem nate

i nformati on, other than information derived fromsignals intelligence, to
each

appropriate agency within the Intelligence Community for purposes of allow ng
the recipient agency to determ ne whether the information is relevant to its
responsi bilities and can be retained by it.

kkkkkkkkx INSERT END kkkkkkk*x

LOOKI NG CLOSER

The cl oser one |l ooks at 9/11 and subsequent events, three things becone
obvi ous:

FI RST, the principal hijackers were under close surveillance by U S
intelligence, both prior to and after their entry into the U S

SECOND, “the Wall” -- the FISA |l aw and procedures governi ng donmestic
surveillance activities are not the real reason for the 9/11 intelligence
“failure” - evasion of these same |aws may have had a role, however, in the

failure to tinely notify the FBI National Security Division in New York, the

Nati onal Security Law Unit in DC, and other donmestic |aw enforcenment agencies
of

the entry of sonme of the 9/11 hijackers known earlier to a linmted circle of

FBI

and CIA officers assigned to the Agency’s Counterterrorism Center

THI RD, after what happened on 9/11, handing the CIA and FBI even nore power
and

i ndependence with passage of USA PATRIOT is a prescription for a greater

di saster to cone.

*kkhkkkkhkkkk*k

SEEI NG THROUGH “ THE WALL”

The greatest obstacle to donestic security in the war on terror is the
wor | dvi ew

of the liberal elites.” No sillier words have ever been witten to sumup the
Anerican intelligence failure on 9/11 than these, witten by Heather
MacDonal d

in the Sumrer 2002 edition of City Journal, a glossy policy nmagazine
publ i shed

by the neo-conservative Manhattan Institute. lronically, no nore detailed
statenment of the Bush Admi nistration version of 9/11 - and passionately-

ar gued

rati onal e for passage of the USA PATRI OT Act has thus far appeared in print
t han

Ms. MacDonal d’s diatribe against Clinton-era intelligence policies.

The crux of Ms. MacDonald’s thesis has a famliar ring: 9/11 happened because
“the liberal establishnment” sabotaged and hamstrung the FBI with a bunch of
foolish regulations. Her version of right-wi ng conspiracy theory is as
fol |l ows:

Janet Reno’s Justice Departnent was riddled with “civil libertarian zealots”,



who erected “The Wall”, a bureaucratic barrier that successfully tripped up
America s counterterrorisminvestigators in the days before the attacks.

There is one big problemwi th The Wall theory and efforts to blame Cinton
liberals, and civil libertarians for the counterterrorismfailure -- 9/11
happened on M. Bush’'s watch

For eight nmonths, M. Bush's appointee, Attorney Ceneral John Ashcroft, had
been

in control of the Justice Departnent, and he coul d have changed operating
procedures (based as they were in Presidential Orders), if indeed they were
perceived then to be a real problemfor FBI investigators. Fromall accounts,
however, John Ashcroft showed little interest in counterterrorism He

| aunched

no new initiatives to beef-up what has becone known as Honel and Security. In
fact, before 9/11, he proposed cuts to the FBI's counterterrorismoffice.
That

much can’t be denied. It can be obscured, however, and that has been the
poi nt

of the nudslinging and bl ane-shifting canpai gn of which MacDonald's City
Jour na

piece is a part.

*kkhkkkkhkkkk*k

WHAT IS “THE WALL"?

According to Ms. MacDonal d, The Wall was devel oped “in the airless world of
civil libertarian absolutism” After the intelligence abuses of the Watergate
era canme to light, Congress passed the 1978 Foreign Intelligence Surveill ance
Act (FISA). That |law set a requirenent that the FBI obtain warrants to

Wi retap

suspected spies and terrorists operating inside the country. Guidelines were
put

into place over the FBI's and CIA's electronic surveillance of foreign
nationals. For the first time, warrants would be needed to spy on persons who
could be shown to be engaged in sonme sort of hostile or illegal acts, such as
espionage and terrorism FISA formed the basis of what was dubbed “the Wall”

The WAll needs to be put into historical perspective of the el aborate
donestic

spyi ng canpai gns of the recent past. The FBI's CO NTELPRO operations had

i ncl uded sone very serious crinmes agai nst American dissidents during the
McCarthy era through the md-1970s. The Cl A al so played a political policing
rol e under the guise of foreign counterintelligence operations, as the Church
and Pi ke conmittee investigations revealed. During the Vietnamera

Presi dents

Johnson and Ni xon justified domestic spying on the grounds (unsupported, as
it

turns out) that the anti-war and civil rights novenents were believed to be
financed by the Kremin. The post-Watergate FI SA requirenents have not been
popul ar with many Bureau gunshoes and Agency spooks, who continue to see
warrants as inconveni ent paperwork.

* kkkkkkk INSER *kkkkkkkx



The Senate "Church Committee" investigation found the intelligence agencies
had

"adopt[ed] tactics unworthy of a denocracy, and occasionally rem niscent of

t he

tactics of totalitarian regimes. W have seen a consistent pattern in which
progranms initiated with limted goals, such as preventing crimnal violence
or

i dentifying foreign spies, were expanded to what wi tnesses have characterized
as

‘vacuum cl eaners,’ sweeping in information about |awful activities of
Anmer i can

citizens. . . . Unsavory and vicious tactics have been enpl oyed incl uding
anonynous attenpts to break up marriages, disrupt neetings, ostracize persons
fromtheir professions, and provoke target groups into rivalries that m ght
result in deaths. Intelligence agencies have served the political and

per sona

obj ectives of presidents and other high officials."

* kkkkkkk INSERT ENDS *kkkkkkkx

The warrant procedures mandated by FISA are not particularly conplicated. In
seeking a surveillance warrant agai nst foreign suspects in the US., FB

I nvestigators have to seek permi ssion within the Justice Departnment froma

| ega

office, the Ofice of Intelligence Policy and Review (O PR), which would in
turn

apply for warrants to a three-judge court. In reality, the court has not been
overly-restrictive. In its 24 years of operation, the judges have declined
only

one of several thousand applications for FISA wretaps.

The Wall al so nandated that intelligence investigations be separated as nmuch
as

possible fromcrinmnal cases. This is actually not entirely new. For decades
prior to enactnment of the USA PATRI OT Act, the findings of Grand jury
proceedi ngs had been officially off-linmits to intelligence. This was done to
preserve the integrity of evidence that nmight [ater be introduced in court.
Fourth Amendment protections previously also nmeant that crimnal warrants
could

not be based on evidence obtained fromFI SA wiretaps. The system adjusted to
this stricture by duplication and conpartnentalization of functions within

t he

FBI. At other tinmes, the Bureau attenpted end-runs around the Fourth
Amendnent

by m susing FI SA warrants to collect information wanted for crimna

i nvestigations, and by actually commingling intelligence operations with
crimnal investigations.

That abuse becane so preval ent that one special agent was officially barred
by

the FISA Court fromsubmitting warrant applications. In May 2002, after
Att or ney

General Ashcroft pronul gated new warrant procedures that effectively

el i m nat ed

the wall, the Foreign Intelligence Court ruled Ashcroft’s order to be illega
and inconsistent with the purpose of Congress in enacting FISA. The US Court
of



Appeal s overruled the Intelligence Court, finding that the USA-PATRI OT Act
had

superceded restrictions on the m suse of FISA warrants for donestic crim nal
i nvestigations. Legal witer Anita Ramasastry commented after that ruling
In a

section of the essay entitled, “ The Court's Ruling: Evidence | nproper

Evi dence

Sharing Was Al ready Cccurring”, she observed:

“On May 17, the FISA Court ruled that the proposal was not pernissible under
current federal law. The ruling was signed by the court's previous chief,
u.s.

District Judge Royce C. Lanberth. However, it was rel eased by the new
presi di ng

judge, U. S. District Judge Colleen Kollar-Kotelly.

“The ruling held that the proposed procedures would clash with FISAitself -
for

Congress intended, with FISA to separate evidence gathering for
counterintelligence fromthat for ordinary crimnal investigations. It also
pointed to evidence that, even w thout the procedures, both the Clinton and
Bush

Adm ni strations' Departnents of Justice had already ignored the divide

bet ween

counterintelligence and policing. The evidence cited by the Court is

t roubl esone.

“According to evidence before the Court, the ruling said, DQJ had m sused the
FI SA process and nisled the court at |least a dozen tines. Justice Departnent
and

FBlI officials had supplied erroneous information to the court in nore than 75
applications for search warrants and wi retaps, including one signed by then-
FBI

Director Louis J. Freeh

“The Court also pointed to evidence that authorities had inproperly shared
intelligence information with agents and prosecutors handling crimnmnal cases
in

New York on at |east four occasions. (The Department discovered the

m srepresentations and reported themto the FISA court beginning in 2000.)

“Furthernore, the Court noted, in an "al arm ng nunber of instances" during
t he

Clinton adm nistration, the FBI nay have acted inproperly. In a nunber of
cases,

the FBI and the Justice Department nade "erroneous statenents” in

eavesdr oppi ng

applications about "the separation of the overlapping intelligence and
crimna

i nvestigators and the unauthorized sharing of FISA information with FB
crimna

i nvestigators and assistant U. S. attorneys."

“lIndeed, the Court said, there was a "troubling nunber of inaccurate FB
affidavits in so many FI SA applications” and violations of court orders. The
i naccuracies and violations, "in virtually every instance," involved



"information sharing and unauthorized di ssem nations to crimna
i nvestigators
and prosecutors.”

"How t hese mi srepresentations occurred remains unexplained to the court," the
opi ni on noted, somewhat om nously.” [FindLaw Wit, “Why the Foreign
Intelligence

Court Act Court was Right to Rebuke the Justice Departnent, 09/04/02]
http://wit.news.findl aw. con ramasastry/20020904. ht n

The other side of the Wall - the statutory bar on donestic ClA spying - has
proven, in fact, even nore problematic. By law, and in theory, the CIA is not
supposed to conduct any donestic surveillance, counterterrorism or covert
operations inside the United States. These functions within the U S. are
mandat ed as the reserve of the FBI. The present rules, as shaped by the 1947
| aw

that created the CIA and subsequent presidential directives, state that the
Agency is required to notify the Attorney General of any covert operations

t hat

m ght spill over onto Anerican soil if these involve significant risk to
American lives or interests. The rules say the Agency nust “hand-off”
surveill ance operations to FBI as soon as they know that potentially

danger ous

suspects enter country. These tinely notification, warrant and pass-off

requi renents were not nmet in the case of the al-Qaeda operatives. The Agency
appears to have thus violated its Charter by operating foreign agents inside
t he

country.

*kkkkkkk INSER *kkkkkkkx

Kate Martin provides a cogent explanation for why the functions of the CIA
and

FBlI have, until now, been strictly separate by law. She wites in:
“Intelligence, Terrorism and Civil Liberties”, Human Rights (Wnter 2002)
http://ww. abanet.org/irr/hr/w nter02/ martin. htm

“When Congress created the CIA in the 1947 National Security Act (NSA), it
drew

the lines very sharply between the agency and the FBI in order to protect
civi

liberties. Thus, it prohibited the CIA from exercising any "police, subpoena,
| aw- enf or cenent powers, or internal security functions. The Church Committee
found that the CI A had operated with no congressi onal oversight. Subsequent
events show the difficulty of ensuring accountability of secret agencies.
Even

after enactnent of the Intelligence Oversight Act of 1980 requiring the ClA
to

keep the oversight commttees fully and conpletely informed of its
activities,

it continued to operate outside the confines of the |aw. The Reagan Wite
House,

for exanmple, used the CIAto end-run legal limts on U S. support for the

Ni caraguan Contras, and CIA officials then lied to Congress about those
activities.

“One of the key refornms of the 1970s, in addition to the creation of the



congressional oversight conmttees, was the attenpt to enforce the origina
intent of the National Security Act: to create a wall between | aw enforcenent
and intelligence agencies and to eject the CIA from donestic activities. That
wal | has been nobst visible in the statutory authorities for eavesdroppi ng:
Title

Il governs wiretapping in the investigation of crinmes and the 1978 Foreign
Intelligence Surveillance Act (FISA) governs wi retapping of agents of a
foreign

power inside the United States for the purpose of gathering foreign
intelligence. The distinction is also mirrored in the Attorney Genera

Gui delines first pronul gated by Edward Levi, which in the absence of any
statutory charter for FBI investigations, set out the rules for Bureau
activities. Those guidelines provide one set of rules for crimna

i nvestigations and another for gathering foreign intelligence relating to
espionage or international terrorisminside the United States. The rules for
gathering foreign intelligence allow the governnent nmuch wider latitude to
gather information about Anericans and keep it secret than are all owed under
t he

crimnal investigation rules.

“Perhaps the nost inportant protection against domestic abuses by the ClA,
however, resides not so much in the Attorney General Cuidelines, which have
since been weakened, but in the different functions assigned to the CIA and

t he

FBI. The ClI A has been confined to gathering foreign intelligence abroad
regarding the intentions and capabilities of foreign powers for use by
government policymakers. The FBlI has been responsible for |aw enforcenment and
for counterintelligence activities inside the United States, both

count erespi onage and the conduct of international terrorisminvestigations.

“This difference in functions has been mirrored in the difference in agency
nmet hods. The Cl A acts overseas and in secret, those activities are frequently
illegal, and it collects information w thout considering individual privacy,
M randa rights, or evidence adm ssibility requirenments. It is tasked not just
with collecting information, but also with covert disruption and prevention.
The

agency gives the highest priority to protection of its sources and net hods.
In

contrast, the FBI's | aw enforcenent efforts involve the collection of
informati on for use as evidence at trial, and its methods and informants are
quite likely to be publicly identified. Perhaps nost significantly, and
unl i ke

intelligence agencies, |aw enforcenent agencies nust always operate within
the law.”

* kkkkkkk INSERT END *kkkkhkkkkkx
CONCLUSI ON

9/11 was not first tinme that the Agency and the FBI ignored the |aw. But, on
that occasion - with the arrival of Mhamed Atta, Jarrah Khalid Al mdhar and
Nawaf Al hazm - (all of whom had been watched by the CIA and FBI for nany
nont hs

abroad), official disregard for the | aw has had the npst di sastrous
consequences. Justice, and the law, require that those responsible al so pay

t he

consequences.



The USA PATRI OT Act is worse than just an assault on the Constitution - it
gi ves

peopl e fal se hope that the problenms with US counterterrorism have been
addressed. This | eaves Anerica nore open than ever to further attacks, from
eneni es above and within, as well as from abroad.

*kkkkkkkk*k ENDS *kkkkkk*k
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endorse the views expressed in the above article. W present this in the
interests of research -for the relevant information we believe it contains.
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hope that the reader finds in it inspiration to work with us further, in
hel pi ng

to build bridges between our various investigative communities, towards a
greater, common understandi ng of the unanswered questions which now lie

bef ore us.

APPENDI X A

Courtesy of the National Archives and Records Adm nistration
Federal Register

Executive Order 12333--United States intelligence activities

Source: The provisions of Executive Oder 12333 of Dec. 4, 1981, appear at 46
55941, 3 CFR, 1981 Conp., p. 200, unless otherw se noted.
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Tinmely and accurate information about the activities, capabilities, plans,
and

intentions of foreign powers, organizations, and persons and their agents, is
essential to the national security of the United States. All reasonable and

| awf ul means nust be used to ensure that the United States will receive the
best

intelligence avail able. For that purpose, by virtue of the authority vested
in

me by the Constitution and statutes of the United States of Anerica,

i ncl udi ng

the National Security Act of 1947, as anended, and as President of the United
States of Anmerica, in order to provide for the effective conduct of United
States intelligence activities and the protection of constitutional rights,

it

is hereby ordered as foll ows:

Part 1

Goals, Direction, Duties and Responsibilities Wth Respect to the Nationa
Intelligence Effort

1.1 Goals. The United States intelligence effort shall provide the President
and

the National Security Council with the necessary information on which to base
deci si ons concerning the conduct and devel opment of foreign, defense and
economi c policy, and the protection of United States national interests from
foreign security threats. Al departnents and agencies shall cooperate fully
to

fulfill this goal

(a) Maxi mum enphasi s shoul d be given to fostering anal ytical conpetition
anong
appropriate elenments of the Intelligence Comrunity.

(b) Al nmeans, consistent with applicable United States |law and this Order
and

with full consideration of the rights of United States persons, shall be used
to

develop intelligence information for the President and the National Security
Council. A bal anced approach between technical collection efforts and other
means shoul d be nmi ntai ned and encour aged.

(c) Special enphasis should be given to detecting and countering espi onage
and

other threats and activities directed by foreign intelligence services

agai nst

the United States Governnent, or United States corporations, establishnents,
or

persons.

(d) To the greatest extent possible consistent with applicable United States
| aw
and this Oder, and with full consideration of the rights of United States



persons, all agencies and departnents should seek to ensure full and free
exchange of information in order to derive maxi mum benefit fromthe United
States intelligence effort.

1.2 The National Security Counci l

(a) Purpose. The National Security Council (NSC) was established by the
Nat i onal

Security Act of 1947 to advise the President with respect to the integration
of

domestic, foreign and mlitary policies relating to the national security.
The

NSC shal | act as the hi ghest Executive Branch entity that provides review of,
gui dance for and direction to the conduct of all national foreign
intelligence,

counterintelligence, and special activities, and attendant policies and
prograns.

(b) Committees. The NSC shall establish such comrmittees as nmay be necessary
to

carry out its functions and responsibilities under this Order. The NSC, or a
comrmittee established by it, shall consider and submit to the President a
policy

recommendation, including all dissents, on each special activity and shal
revi ew proposals for other sensitive intelligence operations.

1.3 National Foreign Intelligence Advisory G oups.

(a) Establishment and Duties. The Director of Central Intelligence shal
establish such boards, councils, or groups as required for the purpose of
obtai ning advice fromwithin the Intelligence Community concerning:

(1) Production, review and coordination of national foreign intelligence;
(2) Priorities for the National Foreign Intelligence Program budget;

(3) Interagency exchanges of foreign intelligence infornmation

(4) Arrangenents with foreign governnents on intelligence matters;

(5) Protection of intelligence sources and net hods;

(6) Activities of common concern; and

(7) Such other matters as nay be referred by the Director of Centra
Intelligence.

(b) Menbership. Advisory groups established pursuant to this section shall be
chaired by the Director of Central Intelligence or his designated
representative

and shall consist of senior representatives fromorganizations within the
Intelligence Community and from departments or agencies containing such
organi zations, as designated by the Director of Central Intelligence. G oups
for

consi deration of substantive intelligence matters will include
representatives

of organizations involved in the collection, processing and anal ysis of



intelligence. A senior representative of the Secretary of Commerce, the
Attorney

General, the Assistant to the President for National Security Affairs, and
t he

O fice of the Secretary of Defense shall be invited to participate in any

group
which deals with other than substantive intelligence natters.

1.4 The Intelligence Conmunity. The agencies within the Intelligence
Comuni ty

shall, in accordance with applicable United States | aw and with the other
provisions of this Order, conduct intelligence activities necessary for the
conduct of foreign relations and the protection of the national security of
t he

United States, including:

(a) Collection of informati on needed by the President, the National Security
Council, the Secretaries of State and Defense, and other Executive Branch
officials for the performance of their duties and responsibilities;

(b) Production and di ssem nation of intelligence;

(c) Collection of information concerning, and the conduct of activities to
protect against, intelligence activities directed against the United States,
international terrorist and international narcotics activities, and other
hostile activities directed against the United States by foreign powers,
organi zati ons, persons, and their agents;

(d) Special activities;

(e) Admi nistrative and support activities within the United States and abroad
necessary for the performance of authorized activities; and

(f) Such other intelligence activities as the President may direct fromtine
to
time.

1.5 Director of Central Intelligence. In order to discharge the duties and
responsibilities prescribed by law, the Director of Central Intelligence
shal

be responsible directly to the President and the NSC and shal |

(a) Act as the primary adviser to the President and the NSC on nationa
foreign

intelligence and provide the President and other officials in the Executive
Branch with national foreign intelligence;

(b) Devel op such objectives and gui dance for the Intelligence Comrunity as
will

enhance capabilities for responding to expected future needs for nationa
foreign intelligence;

(c) Pronote the devel opnment and nmai ntenance of services of commopn concern by
designated intelligence organizations on behalf of the Intelligence
Comuni ty;

(d) Ensure inplenentation of special activities;



(e) Fornul ate policies concerning foreign intelligence and
counterintelligence

arrangenents with foreign governnents, coordinate foreign intelligence and
counterintelligence rel ationships between agencies of the Intelligence
Community

and the intelligence or internal security services of foreign governnents,
and

establish procedures governing the conduct of |iaison by any department or
agency with such services on narcotics activities;

(f) Participate in the devel opnent of procedures approved by the Attorney
Ceneral governing crimnal narcotics intelligence activities abroad to ensure
that these activities are consistent with foreign intelligence prograns;

(g) Ensure the establishnent by the Intelligence Conmunity of common security
and access standards for nmmnagi ng and handling foreign intelligence systens,

i nformati on, and products;

(h) Ensure that prograns are devel oped which protect intelligence sources,

nmet hods, and anal ytical procedures;

(i) Establish uniformcriteria for the determ nation of relative priorities
for

the transmi ssion of critical national foreign intelligence, and advise the
Secretary of Defense concerning the conmuni cati ons requirenments of the
Intelligence Community for the transm ssion of such intelligence;

(j) Establish appropriate staffs, commttees, or other advisory groups to
assi st
in the execution of the Director's responsibilities;

(k) Have full responsibility for production and dissen nation of nationa
foreign intelligence, and authority to |evy analytic tasks on departnental
intelligence production organizations, in consultation with those

or gani zati ons,

ensuring that appropriate nechanisns for conpetitive analysis are devel oped
SO

that diverse points of view are considered fully and differences of judgnent
within the Intelligence Cormunity are brought to the attention of nationa
pol i cymakers;

(I') Ensure the tinmely exploitation and di ssem nation of data gathered by
national foreign intelligence collection nmeans, and ensure that the resulting
intelligence is dissennated i mediately to appropriate government entities
and

mlitary commands;

(m Establish mechanisms which translate national foreign intelligence

obj ectives and priorities approved by the NSC into specific guidance for the
Intelligence Community, resolve conflicts in tasking priority, provide to
departnments and agenci es having information collection capabilities that are
not

part of the National Foreign Intelligence Program advisory tasking concerning
coll ection of national foreign intelligence, and provide for the devel opnent
of

pl ans and arrangenents for transfer of required collection tasking authority
to



the Secretary of Defense when directed by the President;

(n) Develop, with the advice of the program managers and departnents and
agenci es concerned, the consolidated National Foreign Intelligence Program
budget, and present it to the President and the Congress;

(o) Review and approve all requests for reprogranmm ng National Foreign
Intelligence Program funds, in accordance with guidelines established by the
O fice of Managenment and Budget;

(p) Monitor National Foreign Intelligence Programinplenmentation, and, as
necessary, conduct program and performance audits and eval uati ons;

(q) Together with the Secretary of Defense, ensure that there is no
unnecessary

overl ap between national foreign intelligence prograns and Departnent of

Def ense

intelligence prograns consistent with the requirenent to devel op conpetitive
anal ysis, and provide to and obtain fromthe Secretary of Defense al

i nformati on necessary for this purpose;

(r) I'n accordance with |aw and rel evant procedures approved by the Attorney
General under this Order, give the heads of the departments and agencies
access

to all intelligence, developed by the CIA or the staff elenents of the

Di rector

of Central Intelligence, relevant to the national intelligence needs of the
departnments and agenci es; and

(s) Facilitate the use of national foreign intelligence products by Congress
in
a secure manner.

1.6 Duties and Responsibilities of the Heads of Executive Branch Departnents
and

Agenci es.

(a) The heads of all Executive Branch departnments and agencies shall, in
accordance with | aw and rel evant procedures approved by the Attorney Cenera
under this Order, give the Director of Central Intelligence access to al
information relevant to the national intelligence needs of the United States,
and shall give due consideration to the requests fromthe Director of Centra
Intelligence for appropriate support for Intelligence Conmunity activities.

(b) The heads of departnments and agencies involved in the National Foreign
Intelligence Program shall ensure tinmely devel opnent and submi ssion to the
Director of Central Intelligence by the program managers and heads of
conponent

activities of proposed national progranms and budgets in the format designated
by

the Director of Central Intelligence, and shall al so ensure that the Director
of

Central Intelligence is provided, in a tinely and responsive manner, al

i nformati on necessary to performthe Director's program and budget
responsibilities.

(c) The heads of departnments and agencies involved in the National Foreign
Intelligence Program may appeal to the President decisions by the Director of



Central Intelligence on budget or reprogramm ng matters of the Nationa
For ei gn
Intelligence Program

1.7 Senior Oficials of the Intelligence Cormunity. The heads of departnents
and

agencies with organizations in the Intelligence Cormunity or the heads of
such

organi zati ons, as appropriate, shall

(a) Report to the Attorney Ceneral possible violations of federal crimnal

I aws

by enpl oyees and of specified federal crimnal |laws by any other person as
provi ded in procedures agreed upon by the Attorney General and the head of

t he

departnment or agency concerned, in a manner consistent with the protection of
intelligence sources and nethods, as specified in those procedures;

(b) In any case involving serious or continuing breaches of security,
recommend

to the Attorney Ceneral that the case be referred to the FBI for further
i nvestigation;

(c) Furnish the Director of Central Intelligence and the NSC, in accordance
with

applicable | aw and procedures approved by the Attorney General under this
Or der,

the information required for the performance of their respective duties;

(d) Report to the Intelligence Oversight Board, and keep the Director of
Centra

Intelligence appropriately informed, concerning any intelligence activities
of

their organi zations that they have reason to believe may be unl awful or
contrary

to Executive order or Presidential directive;

(e) Protect intelligence and intelligence sources and nethods from
unaut hori zed

di scl osure consi stent with gui dance fromthe Director of Centra
Intelligence;

(f) Dissenminate intelligence to cooperating foreign governments under
arrangenents established or agreed to by the Director of Centra
Intelligence;

(g) Participate in the devel opnent of procedures approved by the Attorney
General governing production and dissem nation of intelligence resulting from
crimnal narcotics intelligence activities abroad if their departnents,

agenci es, or organi zations have intelligence responsibilities for foreign or
donestic narcotics production and trafficking;

(h) Instruct their enployees to cooperate fully with the Intelligence
Over si ght
Board; and

(i) Ensure that the Inspectors Ceneral and General Counsels for their



organi zati ons have access to any information necessary to performtheir
duties
assigned by this Order.

1.8 The Central Intelligence Agency. All duties and responsibilities of the
ELQII be related to the intelligence functions set out below. As authorized
?%is Order; the National Security Act of 1947, as anmended; the ClIA Act of
;g4gﬁended; appropriate directives or other applicable law, the CI A shall

(a) Collect, produce and dissem nate foreign intelligence and
counterintelligence, including informati on not otherw se obtainable. The
collection of foreign intelligence or counterintelligence within the United
States shall be coordinated with the FBI as required by procedures agreed
upon

by the Director of Central Intelligence and the Attorney GCeneral

(b) Collect, produce and disseninate intelligence on foreign aspects of
narcotics production and trafficking;

(c) Conduct counterintelligence activities outside the United States and,

Wi t hout assuming or performng any internal security functions, conduct
counterintelligence activities within the United States in coordination with
t he

FBI as required by procedures agreed upon by the Director of Centra
Intelligence and the Attorney General

(d) Coordinate counterintelligence activities and the collection of

i nformation

not ot herw se obtai nabl e when conducted outside the United States by other
departnments and agenci es;

(e) Conduct special activities approved by the President. No agency except
t he

ClIA (or the Armed Forces of the United States in time of war declared by
Congress or during any period covered by a report fromthe President to the
Congress under the War Powers Resolution (87 Stat. 855)) may conduct any
speci a

activity unless the President determ nes that another agency is nore likely
to

achieve a particul ar objective;

(f) Conduct services of conmon concern for the Intelligence Community as
directed by the NSC,

(g) Carry out or contract for research, devel opnent and procurenent of
techni ca
systens and devices relating to authorized functions;

(h) Protect the security of its installations, activities, information
property, and enpl oyees by appropriate nmeans, including such investigations
of

applicants, enployees, contractors, and other persons with simlar
associ ati ons

with the CIA as are necessary; and



(i) Conduct such administrative and technical support activities within and
outside the United States as are necessary to performthe functions descri bed
in

sections (a) through (h) above, including procurenment and essential cover and
proprietary arrangenents.

1.9 The Departnent of State. The Secretary of State shall:

(a) Overtly collect information relevant to United States foreign policy
concer ns;

(b) Produce and dissemnate foreign intelligence relating to United States
foreign policy as required for the execution of the Secretary's
responsi bilities;

(c) Disseninate, as appropriate, reports received fromUnited States
di pl omatic
and consul ar posts;

(d) Transmit reporting requirenents of the Intelligence Comunity to the
Chi efs
of United States M ssions abroad; and

(e) Support Chiefs of Mssions in discharging their statutory
responsibilities
for direction and coordination of mission activities.

1.10 The Departnent of the Treasury. The Secretary of the Treasury shall
(a) Overtly collect foreign financial and nonetary informtion;

(b) Participate with the Departnment of State in the overt collection of
genera
forei gn econom ¢ information;

(c) Produce and disseminate foreign intelligence relating to United States
econonmic policy as required for the execution of the Secretary's
responsibilities; and

(d) Conduct, through the United States Secret Service, activities to
det er m ne

the exi stence and capability of surveillance equi pnent bei ng used agai nst the
President of the United States, the Executive O fice of the President, and,
as

authorized by the Secretary of the Treasury or the President, other Secret
Service protectees and United States officials. No information shall be
acqui red

intentionally through such activities except to protect against such
surveillance, and those activities shall be conducted pursuant to procedures
agreed upon by the Secretary of the Treasury and the Attorney General

1.11 The Departnent of Defense. The Secretary of Defense shall

(a) Collect national foreign intelligence and be responsive to collection
tasking by the Director of Central Intelligence;



(b) Collect, produce and disseninate mlitary and mlitary-related foreign
intelligence and counterintelligence as required for execution of the
Secretary's responsibilities;

(c) Conduct prograns and m ssions necessary to fulfill national, departnental
and tactical foreign intelligence requirenents;

(d) Conduct counterintelligence activities in support of Departnent of

Def ense

conmponents outside the United States in coordination with the CIA and within
the United States in coordination with the FBlI pursuant to procedures agreed
upon by the Secretary of Defense and the Attorney General

(e) Conduct, as the executive agent of the United States Government, signals
intelligence and conmuni cations security activities, except as otherw se
di rected by the NSC,

(f) Provide for the tinely transnmi ssion of critical intelligence, as defined

by
the Director of Central Intelligence, within the United States CGovernnent;

(g) Carry out or contract for research, devel opnent and procurenent of
techni ca
systens and devices relating to authorized intelligence functions;

(h) Protect the security of Departnent of Defense installations, activities,
property, information, and enpl oyees by appropriate neans, including such

i nvestigations of applicants, enployees, contractors, and other persons with
simlar associations with the Department of Defense as are necessary;

(i) Establish and maintain mlitary intelligence relationships and nmilitary
intelligence exchange programs with sel ected cooperative foreign defense
establishnents and international organizations, and ensure that such

rel ati onshi ps and progranms are in accordance with policies fornmulated by the
Director of Central Intelligence;

(j) Direct, operate, control and provide fiscal managenent for the Nationa
Security Agency and for defense and mlitary intelligence and nationa
reconnai ssance entities; and

(k) Conduct such administrative and technical support activities within and
outside the United States as are necessary to performthe functions descri bed
in

sections (a) through (j) above.

1.12 Intelligence Conponents Utilized by the Secretary of Defense. In
carrying

out the responsibilities assigned in section 1.11, the Secretary of Defense
is

authorized to utilize the follow ng:

(a) Defense Intelligence Agency, whose responsibilities shall include; (1)
Col | ection, production, or, through tasking and coordination, provision of
mlitary and nmilitary-related intelligence for the Secretary of Defense, the
Joint Chiefs of Staff, other Defense conponents, and, as appropriate,
non- Def ense agenci es;



(2) Collection and provision of mlitary intelligence for national foreign
intelligence and counterintelligence products;

(3) Coordination of all Departnment of Defense intelligence collection
requi renents;

(4) Managenent of the Defense Attache system and

(5) Provision of foreign intelligence and counterintelligence staff support
as
directed by the Joint Chiefs of Staff.

(b) National Security Agency, whose responsibilities shall include: (1)

Est abl i shnent and operation of an effective unified organization for signals
intelligence activities, except for the del egation of operational contro
over

certain operations that are conducted through other elenents of the
Intelligence

Community. No other departnent or agency may engage in signals intelligence
activities except pursuant to a del egation by the Secretary of Defense;

(2) Control of signals intelligence collection and processing activities,

i ncl udi ng assi gnnent of resources to an appropriate agent for such periods
and

tasks as required for the direct support of mlitary commanders;

(3) Collection of signals intelligence information for national foreign
intelligence purposes in accordance with guidance fromthe Director of
Centra

Intelligence;

(4) Processing of signals intelligence data for national foreign intelligence
purposes in accordance with guidance fromthe Director of Centra
Intelligence;

(5) Dissenination of signals intelligence information for national foreign
intelligence purposes to authorized el enents of the Government, including the
mlitary services, in accordance with gui dance fromthe Director of Centra
Intelligence;

(6) Collection, processing and dissem nation of signals intelligence
i nformation
for counterintelligence purposes;

(7) Provision of signals intelligence support for the conduct of mlitary
operations in accordance with tasking, priorities, and standards of
timeliness

assigned by the Secretary of Defense. If provision of such support requires
use

of national collection systens, these systens will be tasked within existing
gui dance fromthe Director of Central Intelligence;

(8) Executing the responsibilities of the Secretary of Defense as executive
agent for the comrunications security of the United States Government;

(9) Conduct of research and devel opnment to neet the needs of the United
St at es



for signals intelligence and comunications security;

(10) Protection of the security of its installations, activities, property,
i nformati on, and enpl oyees by appropriate nmeans, including such

i nvestigations

of applicants, enployees, contractors, and other persons with simlar
associations with the NSA as are necessary;

(11) Prescribing, within its field of authorized operations, security
regul ati ons covering operating practices, including the transm ssion
handl i ng

and distribution of signals intelligence and communi cations security materia
within and anong the el enents under control of the Director of the NSA, and
exerci sing the necessary supervisory control to ensure conpliance with the
regul ati ons;

(12) Conduct of foreign cryptologic liaison relationships, with |iaison for
intelligence purposes conducted in accordance with policies fornulated by the
Director of Central Intelligence; and

(13) Conduct of such administrative and technical support activities within
and

outside the United States as are necessary to performthe functions described
in

sections (1) through (12) above, including procuremnment.

(c) Ofices for the collection of specialized intelligence through

reconnai ssance prograns, whose responsibilities shall include: (1) Carrying
out

consol i dat ed reconnai ssance progranms for specialized intelligence;

(2) Responding to tasking in accordance with procedures established by the
Director of Central Intelligence; and

(3) Delegating authority to the various departnments and agencies for
research,
devel opnent, procurenent, and operation of designated nmeans of collection

(d) The foreign intelligence and counterintelligence elenents of the Arnmy,
Navy,

Air Force, and Marine Corps, whose responsibilities shall include: (1)

Col | ection, production and dissenination of mlitary and mlitary-rel ated
foreign intelligence and counterintelligence, and information on the foreign
aspects of narcotics production and trafficking. Wen collection is conducted
in

response to national foreign intelligence requirenents, it will be conducted
in

accordance with guidance fromthe Director of Central Intelligence

Col | ecti on

of national foreign intelligence, not otherw se obtainable, outside the
United

States shall be coordinated with the CIA and such collection within the
United

States shall be coordinated with the FBI

(2) Conduct of counterintelligence activities outside the United States in



coordination with the CIA and within the United States in coordination with
t he
FBI ; and

(3) Monitoring of the devel opnent, procurenment and nanagenent of tactica
intelligence systens and equi pnent and conducting rel ated research

devel opnent,

and test and evaluation activities.

(e) Oher offices within the Departnment of Defense appropriate for conduct of
the intelligence mssions and responsibilities assigned to the Secretary of
Defense. If such other offices are used for intelligence purposes, the
provisions of Part 2 of this Order shall apply to those offices when used for
t hose purposes.

1.13 The Departnent of Energy. The Secretary of Energy shall

(a) Participate with the Departnment of State in overtly collecting
i nformati on
with respect to foreign energy matters;

(b) Produce and dissem nate foreign intelligence necessary for the
Secretary's
responsi bilities;

(c) Participate in fornmulating intelligence collection and anal ysis
requi renents
where the special expert capability of the Departnment can contribute; and

(d) Provide expert technical, analytical and research capability to other
agencies within the Intelligence Community.

1.14 The Federal Bureau of Investigation. Under the supervision of the
Att or ney

General and pursuant to such regulations as the Attorney General may
est abl i sh,

the Director of the FBI shall

(a) Wthin the United States conduct counterintelligence and coordinate
counterintelligence activities of other agencies within the Intelligence
Community. When a counterintelligence activity of the FBI involves mlitary
or

civilian personnel of the Departnent of Defense, the FBI shall coordinate
with

t he Departnent of Defense;

(b) Conduct counterintelligence activities outside the United States in
coordination with the ClA as required by procedures agreed upon by the
Director

of Central Intelligence and the Attorney General

(c) Conduct within the United States, when requested by officials of the
Intelligence Community designated by the President, activities undertaken to
collect foreign intelligence or support foreign intelligence collection
requi rements of other agencies within the Intelligence Community, or, when
requested by the Director of the National Security Agency, to support the
comuni cations security activities of the United States CGovernment;



(d) Produce and dissemnate foreign intelligence and counterintelligence; and

(e) Carry out or contract for research, devel opnent and procurenent of
technica
systens and devices relating to the functions authorized above.

Part 2
Conduct of Intelligence Activities

2.1 Need. Accurate and tinely information about the capabilities, intentions
and

activities of foreign powers, organizations, or persons and their agents is
essential to inforned decisionnaking in the areas of national defense and
foreign relations. Collection of such information is a priority objective and
will be pursued in a vigorous, innovative and responsi ble manner that is
consistent with the Constitution and applicable |aw and respectful of the
principles upon which the United States was founded.

2.2 Purpose. This Oder is intended to enhance human and technical collection
techni ques, especially those undertaken abroad, and the acquisition of
significant foreign intelligence, as well as the detection and countering of
international terrorist activities and espionage conducted by foreign powers.
Set forth below are certain general principles that, in addition to and
consistent with applicable laws, are intended to achieve the proper bal ance
between the acquisition of essential information and protection of individua
interests. Nothing in this Oder shall be construed to apply to or interfere
with any authorized civil or crimnal |aw enforcenent responsibility of any
departnment or agency.

2.3 Collection of Information. Agencies within the Intelligence Community are
authorized to collect, retain or dissenmnate information concerning United
States persons only in accordance with procedures established by the head of
t he

agency concerned and approved by the Attorney General, consistent with the
authorities provided by Part 1 of this Order. Those procedures shall permt
col l ection, retention and di ssem nation of the follow ng types of

i nformati on:

(a) Information that is publicly available or collected with the consent of
t he
per son concer ned;

(b) Information constituting foreign intelligence or counterintelligence,

i ncl udi ng such information concerning corporations or other comercia
organi zations. Collection within the United States of foreign intelligence
not

ot herwi se obtai nabl e shall be undertaken by the FBI or, when significant
foreign

intelligence is sought, by other authorized agencies of the Intelligence
Conmunity, provided that no foreign intelligence collection by such agencies
may

be undertaken for the purpose of acquiring information concerning the
donestic

activities of United States persons;



(c) Information obtained in the course of a lawful foreign intelligence,
counterintelligence, international narcotics or international terrorism
i nvestigation;

(d) Information needed to protect the safety of any persons or organizations,
i ncluding those who are targets, victins or hostages of internationa
terrorist

or gani zati ons;

(e) Information needed to protect foreign intelligence or counterintelligence
sources or nethods from unauthorized disclosure. Collection within the United
States shall be undertaken by the FBI except that other agencies of the
Intelligence Conmunity may al so collect such information concerning present
or

former enpl oyees, present or former intelligence agency contractors or their
present or fornmer enployees, or applicants for any such enpl oyment or
contracting;

(f) Informati on concerni ng persons who are reasonably believed to be
potentia

sources or contacts for the purpose of determning their suitability or
credibility;

(g) Information arising out of a |awful personnel, physical or communications
security investigation;

(h) Information acquired by overhead reconnai ssance not directed at specific
United States persons;

(i) Incidentally obtained information that may indicate involvenment in
activities that may violate federal, state, local or foreign | aws; and

(j) I'nformation necessary for admi nistrative purposes.

In addition, agencies within the Intelligence Community nay di ssem nate

i nformati on, other than information derived fromsignals intelligence, to
each

appropriate agency within the Intelligence Community for purposes of allow ng
the recipient agency to determ ne whether the information is relevant to its
responsibilities and can be retained by it.

2.4 Collection Techniques. Agencies within the Intelligence Community shal
use

the least intrusive collection techniques feasible within the United States
or

directed against United States persons abroad. Agencies are not authorized to
use such techniques as el ectronic surveillance, unconsented physical search
mai | surveillance, physical surveillance, or nonitoring devices unless they
are

in accordance with procedures established by the head of the agency concerned
and approved by the Attorney CGeneral. Such procedures shall protect
constitutional and other legal rights and Iimt use of such information to

| awf ul governnental purposes. These procedures shall not authorize:(a) The
ClA

to engage in electronic surveillance within the United States except for the
purpose of training, testing, or conducting counternmeasures to hostile



el ectronic surveillance; (b) Unconsented physical searches in the United
States

by agenci es other than the FBI, except for

(1) Searches by counterintelligence elenments of the mlitary services
directed

against mlitary personnel within the United States or abroad for
intelligence

pur poses, when authorized by a mlitary conmander enpowered to approve
physi ca

searches for |aw enforcenment purposes, based upon a finding of probable cause
to

believe that such persons are acting as agents of foreign powers; and

(2) Searches by CIA of personal property of non-United States persons
lawful |y
inits possession.

(c) Physical surveillance of a United States person in the United States by
agenci es other than the FBI, except for: (1) Physical surveillance of present
or

former enpl oyees, present or former intelligence agency contractors or their
present of former enpl oyees, or applicants for any such enpl oynent or
contracting; and

(2) Physical surveillance of a mlitary person enployed by a nonintelligence
element of a mlitary service.

(d) Physical surveillance of a United States person abroad to collect foreign
intelligence, except to obtain significant information that cannot reasonably
be

acquired by ot her neans.

2.5 Attorney General Approval. The Attorney General hereby is del egated the
power to approve the use for intelligence purposes, within the United States
or

against a United States person abroad, of any technique for which a warrant
woul d be required if undertaken for | aw enforcenent purposes, provided that
such

techni ques shall not be undertaken unless the Attorney General has determ ned
in

each case that there is probable cause to believe that the technique is
directed

agai nst a foreign power or an agent of a foreign power. Electronic

surveill ance

as defined in the Foreign Intelligence Surveillance Act of 1978, shall be
conducted in accordance with that Act, as well as this Order.

2.6 Assistance to Law Enforcement Authorities. Agencies within the
Intelligence
Community are authorized to:

(a) Cooperate with appropriate |aw enforcenent agencies for the purpose of
protecting the enployees, information, property and facilities of any agency
within the Intelligence Cormunity;

(b) Unless otherwi se precluded by law or this Order, participate in |aw
enforcenent activities to investigate or prevent clandestine intelligence



activities by foreign powers, or international terrorist or narcotics
activities;

(c) Provide specialized equi pnment, technical know edge, or assistance of
expert

personnel for use by any department or agency, or, when |lives are endangered,
to

support local |aw enforcenent agencies. Provision of assistance by expert
personnel shall be approved in each case by the General Counsel of the
provi di ng

agency; and

(d) Render any other assistance and cooperation to | aw enforcenent
authorities
not precluded by applicable | aw

2.7 Contracting. Agencies within the Intelligence Cormunity are authorized to
enter into contracts or arrangenents for the provision of goods or services
with

private conpanies or institutions in the United States and need not revea

t he

sponsorshi p of such contracts or arrangenments for authorized intelligence
purposes. Contracts or arrangenents with academ c institutions nay be

undert aken

only with the consent of appropriate officials of the institution.

2.8 Consistency Wth Oher Laws. Nothing in this Oder shall be construed to
authorize any activity in violation of the Constitution or statutes of the
United States.

2.9 Undi scl osed Participation in Organizations Wthin the United States. No
one

acting on behalf of agencies within the Intelligence Conmunity may join or
otherwi se participate in any organization in the United States on behal f of
any

agency within the Intelligence Community w thout disclosing his intelligence
affiliation to appropriate officials of the organization, except in
accordance

wi th procedures established by the head of the agency concerned and approved
by

the Attorney General. Such participation shall be authorized only if it is
essential to achieving | awmful purposes as determ ned by the agency head or
desi gnee. No such participation nay be undertaken for the purpose of

i nfluencing

the activity of the organization or its nmenbers except in cases where:

(a) The participation is undertaken on behalf of the FBI in the course of a
| awf ul investigation; or

(b) The organi zation concerned is conposed prinmarily of individuals who are
not

United States persons and is reasonably believed to be acting on behalf of a
forei gn power.

2.10 Human Experinentation. No agency within the Intelligence Comunity shal
sponsor, contract for or conduct research on human subjects except in
accordance



wi th guidelines issued by the Departnment of Health and Human Services. The
subject's informed consent shall be docunented as required by those
gui del i nes.

2.11 Prohibition on Assassination. No person enployed by or acting on behalf
of

the United States Governnent shall engage in, or conspire to engage in,
assassi nati on.

2.12 Indirect Participation. No agency of the Intelligence Community shal
participate in or request any person to undertake activities forbidden by
this

Or der.

Part 3
CGeneral Provisions

3.1 Congressional Oversight. The duties and responsibilities of the Director
of

Central Intelligence and the heads of other departnments, agencies, and
entities

engaged in intelligence activities to cooperate with the Congress in the
conduct

of its responsibilities for oversight of intelligence activities shall be as
provided in title 50, United States Code, section 413. The requirenments of
section 662 of the Foreign Assistance Act of 1961, as anmended (22 U.S.C.
2422),

and section 501 of the National Security Act of 1947, as anended (50 U S.C.
413), shall apply to all special activities as defined in this Order

3.2 Inplenentation. The NSC, the Secretary of Defense, the Attorney General
and

the Director of Central Intelligence shall issue such appropriate directives
and

procedures as are necessary to inplenent this Oder. Heads of agencies within
the Intelligence Cormunity shall issue appropriate supplenmentary directives
and

procedures consistent with this Order. The Attorney General shall provide a
statenment of reasons for not approving any procedures established by the head
of

an agency in the Intelligence Conmunity other than the FBI. The Nationa
Security Council may establish procedures in instances where the agency head
and

the Attorney General are unable to reach agreenent on other than
constitutiona

or other |egal grounds.

3.3 Procedures. Until the procedures required by this Order have been
established, the activities herein authorized which require procedures shal
be

conducted in accordance with existing procedures or requirenments established
under Executive Order No. 12036. Procedures required by this Order shall be
established as expeditiously as possible. Al procedures promrul gated pursuant
to

this Order shall be made available to the congressional intelligence
conmittees.



3.4 Definitions. For the purposes of this Oder, the followi ng terns shal
have
t hese neani ngs:

(a) Counterintelligence neans information gathered and activities conducted
to

protect agai nst espionage, other intelligence activities, sabotage, or
assassi nations conducted for or on behalf of foreign powers, organizations or
persons, or international terrorist activities, but not including personnel
physi cal , document or comruni cations security prograns.

(b) Electronic surveillance nmeans acqui sition of a nonpublic comrunication by
el ectronic nmeans wi thout the consent of a person who is a party to an

el ectronic

conmuni cation or, in the case of a nonel ectronic comruni cation, w thout the
consent of a person who is visibly present at the place of conmunication, but
not including the use of radio direction-finding equipment solely to

det erm ne

the location of a transmtter

(c) Enpl oyee neans a person enpl oyedby, assigned to or acting for an agency
within the Intelligence Community.

(d) Foreign intelligence neans information relating to the capabilities,
intentions and activities of foreign powers, organizations or persons, but
not

i ncluding counterintelligence except for information on internationa
terrorist

activities.

(e) Intelligence activities neans all activities that agencies within the
Intelligence Community are authorized to conduct pursuant to this Order

(f) Intelligence Community and agencies within the Intelligence Community
[gffLe foll owi ng agenci es or organi zations:

(1) The Central Intelligence Agency (ClA);

(2) The National Security Agency (NSA);

(3) The Defense Intelligence Agency (DIA);

(4) The offices within the Departnment of Defense for the collection of
speci ali zed national foreign intelligence through reconnai ssance prograns;

(5) The Bureau of Intelligence and Research of the Department of State;

(6) The intelligence elenents of the Arny, Navy, Air Force, and Marine Corps,
the Federal Bureau of Investigation (FBI), the Departnment of the Treasury,
?Eg Depart ment of Energy; and

(7) The staff elenents of the Director of Central Intelligence.

(g) The National Foreign Intelligence Programincludes the programs |listed



bel ow, but its conposition shall be subject to review by the Nationa
Security

Council and nodification by the President: (1) The prograns of the Cl A (2)
The

Consol idated Cryptol ogic Program the General Defense Intelligence Program
and

the prograns of the offices within the Departnment of Defense for the

col l ection

of specialized national foreign intelligence through reconnai ssance, except
such

el ements as the Director of Central Intelligence and the Secretary of Defense
agree shoul d be excl uded,;

(3) Oher prograns of agencies within the Intelligence Conmunity designated
jointly by the Director of Central Intelligence and the head of the

depart nent

or by the President as national foreign intelligence or counterintelligence
activities;

(4) Activities of the staff elements of the Director of Central Intelligence;

(5) Activities to acquire the intelligence required for the planning and
conduct

of tactical operations by the United States military forces are not included
in

the National Foreign Intelligence Program

(h) Special activities neans activities conducted in support of nationa
foreign

policy objectives abroad which are planned and executed so that the role of
t he

United States Governnment is not apparent or acknow edged publicly, and
functions

in support of such activities, but which are not intended to influence United
States political processes, public opinion, policies, or nedia and do not

i nclude diplomatic activities or the collection and production of
intelligence

or related support functions.

(i) United States person neans a United States citizen, an alien known by the
intelligence agency concerned to be a pernmmnent resident alien, an

uni ncor porated associ ati on substantially conposed of United States citizens
or

per manent resident aliens, or a corporation incorporated in the United

St at es,

except for a corporation directed and controlled by a forei gn governnent or
gover nnent s.

3.5 Purpose and Effect. This Order is intended to control and provide
direction

and guidance to the Intelligence Community. Nothing contained herein or in
any

procedures promul gated hereunder is intended to confer any substantive or
procedural right or privilege on any person or organization

3.6 Revocation. Executive Order No. 12036 of January 24, 1978, as amended,
entitled "United States Intelligence Activities," is revoked.



